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Description 

[0001 ] The present Invention relates to an Information 
service processor that supplies copyrighted multimedia 
digital information to a user via a broadcast communi- s 
cation network, and provides protection for such copy- 
righted information that is supplied; and that has an in- 
formation format and a control system that facilitate the 
supply of various types of information to a user. 
[0002] Recently, various information services, which io 
are accessible via broadcast communication networks, 
have been made available and are being utilized. Such 
information services are, for example, facsimile informa- 
tion services using phone line networks, video services 
using CATV networks, and Internet services using com- is 
puter networks. In the utilization of these information 
services, once a user has executed a contract with an 
fXI information provider for a specific service or services, 

CO Information provided to the user consists -of almost raw 
— I data, so that copyright protection and information secu- 20 

^ rity are generally dependent on the good sense of the 

^ user. Since the execution of an information service con- 

2> tract covering the supply and use of information, the pro- 
p- tection of copyrights and the security of information, and 
^ the use of the information that is supplied are independ- 2s 
0D ent matters^ various problems have arisen concerning 
FT the provision of improved Information services. 
ITI [0003] As was previously recited, for a conventional 
information service, the process that begins with the ex- 
ecution of a contract for the provision of information and 30 
culminates with the-provision and use of Information is 
^ not one that is performed integrally and systematically, 
and there have arisen such problems as a user not being 
able to rigorouslymanage information; not appropriately 
controlling the use of information furnished by a provid- 35 
er t so as to prevent illegal use and Illegal copying; and 
not instituting adequate monitoring and management 
procedures, including those for security, for information 
received from a provider. 

[0004] WO 93/01550 describes a license manage- *o 
meht system for recording use of a licensed product and 
for controlling its use. The system includes a license 
check monitor at the licensee's site. The monitor gener- 
ates request datagrams which identify the licensee and 
the product and sends the request datagrams over a 45 
communications facility to a license control system at 
the licencee's site. The license control system maintains 
a record of the received datagrams, and compares the 
received datagrams to data stored in its licensee data- 
base. The license control system transmits reply data- $o 
grams with either a denial or an approval message. The 
license check monitor at the licensee's site generates 
its own denial message if its request datagrams are un- 
answered after a predetermined interval of time. 
[0005] WO 90/02382 discloses an information distri- 55 
bution system with a charging facility which charges the 
user only for the information that is selected by the user. 
Encrypted information is provided at the user's site, via 



storage media or by broadcast transmission. The infor- 
mation which is selected by the user is decrypted and 
then printed or displayed for viewing by the user. The 
charges for the used information Is accumulated within 
the user apparatus and reported to a central system. 
[0006] EP 0,632,397 A2 describes a book data serv- 
ice system in which the book data can be delivered by 
broadcasting to a user. The system comprises a data 
centre computer for storing and managing the book da- 
ta, a broadcasting facility for broadcasting the book data 
to the user and a user terminal with a computer for stor- 
ing and managing the book data received from the data 
centre computer. 

[0007] The article "The Concept of Software Service 
Systems (SSS)" by Ryoichi Mori and by Shuichi Tashiro, 
published in: Systems and Computers in Japan, Volume 
1 9, No. 5 1 988, pages 38 to 49, describes a system for 
distributing computer software. The computer software 
is enciphered and Is provided with header information 
which contains a permission programme, a software ID 
and a proprietor ID. Any user can copy the software with- 
out constraint, store the copy at any location, but the 
permission to use the software can be restricted accord- 
ing to the specification of the proprietor. A further article 
-of the same authors with the title "Implementation of a 
Small-scale Prototype for Software Service System 
(SSS)", published in: Systems and Computers In Japan. 
Volume 19, No. 5 1988, pages 50 to 60, -describes the 
implementation of a small-scale model for SSS. 
[0008] To resolve the above problems, it is a first aim 
of the present invention to provide an Information serv- 
ice processor that by adding controMnformation to the 
provided information can expedite the use of the Infor- 
mation that is furnished, or can prevent the illegal use 
and copying of such information 
[0009] It is a second aim of the present invention to 
provide an information service processor that enables 
a userto rigorously manage supplied information so that 
such information can be used correctly. 
[0010] It is a third aim of the present invention to pro- 
vide an Information service processor with which an in- 
formation provider can so manage information furnished 
a user that detailed charges can be included in the us- 
er's fee. 

[001 1] It is a fourth aim of the present invention to pro- 
vide an information service processor that can so per- 
form a variety of information presentations that a person 
who is an information user can also be an information 
provider. 

[0012] According to the present invention, for an in- 
formation service whereby multimedia digital informa- 
tion, such as video, graphics and sound, is provided to 
a user via broadcast communication means, an infor- 
mation service processor comprises: 

a communication connector, connected to a net- 
work, for receiving an information service unit con- 
sisting of a main body of information and attached 
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data that are provided by an Information provider; 
a copyright information manager, for handling cop- 
yright information Included in said attached data; 
a utilization manager, for managing utilization of 
said information service unit by a user; 
a region manager, for managing said main body of 
information; 

a storage device, for storing said attached data; a 
file device, for storing at least said main body of in- 
formation of said information service unit; 
an Information utilizer, for exercising control when 
providing said main body of information to said user; 
' a terminal peripheral unit as a specific medium for 
using said main body of information; and 
a controller, for controlling all operations of all com- 
ponents; 

wherein said controller is arranged to control said 
storage device or said file device such that said main 
body of information received from said information pro- 
vider is stored only when said copyright information han- 
dled by said copyright information manager indicates 
■ permission of storing of said main body Information, and 
said controller is arranged to control said information uti- 
lizer such that said main body of information Is used in 
real time by said user without being stored In said stor- 
age device or said file device when said copyright infor- 
mation indicates prohibition of storing of said main body 
of information. 

[001 3] According to the present inventjon, information 
to be furnished can be divided into a plurality of Infor- 
mation regions. A plurality of additional data sets, which 
define individual information regions and are used to 
provide various types of controls, and region data, which 
can be the index for these accompanying data, accom- 
pany the main body of Information. The combined infor- 
mation groupings form an information service unit, 
which is handled by the information service processor. 
In consonance with the divisions of the main body of in- 
formation, a region manager is included in the informa- 
tion service processor. 

[0014] With the above described arrangement, the 
controller determines whether the information that has 
been provided by the information provider, via the com- 
munication connector, may be stored In a user's storage 
device or file device. When storing of the information is 
not permitted, in the storage device are stored only re- 
gion Information data, which are used to control a divid- 
ed information body and data that are added to the in- 
formation regions. The information body that is trans- 
ferred following the information region data, and the ac- 
companying data, Is not stored in the storage device or 
the file device, but is transmitted to the terminal periph- 
eral device via the information utilizer. The information 
is supplied to a user for on-line real lime use, for inter- 
active use, or for the playback of Information. In this 
case, the form of the information is regulated by region 
data, and the accompanying data that are stored In the 



storage section, and in consonance with this regulation, 
the copyright information manager, the utilization man- 
ager, the information utilizer, and the terminal peripheral 
unit correctly control the supply of Information. 
5 [0015] Further, the information body Is divided into a 
plurality of information regions. A plurality of accompa- 
nying data, which define the individual Information re- 
gions and are used to perform various types of controls, 
and region data, which constitute the index for these ae- 
ro companying data, are attached to the main body of in- 
formation to construct an Information service unit In this 
case, the region manager designates one of the Infor- 
mation regions of the divided information body to which 
the currently employed information belongs, and man- 
's ages the information region. 

[0016] Therefore, according to the present invention, 
the controller examines information that Is supplied by 
the Information provider, via the communication connec- 
tor, t6 determine whether storing the information In the 
20 user's storage device or file device is permitted. When 
the storing is not permitted, only region data for the main 
body of information, and the accompanying region data, 
which are used to control the Information body, are 
stored in the storage device. The main body of the In- 
25 formation that is transferred following the region data 
and the accompanying data Is stored neither In the stor- 
age device nor in the file device, but is transrhitted to 
the terminal peripheral unit via the information . utilizer. 
The information is then provided for a user for on-line 
30 real time use, for interactive use, or for inf ormatibri play- 
back use. In this case; the form of the information is reg- 
ulated by the region data and the accompanying data 
that are stored in the storage device, and in accordance 
with the regulation process, the supply of information Is 
35 appropriately controlled by the region controller, the 
copyright information manager, the utilization manger, 
the information utilizer, and the terminal peripheral unit 
control. When the storing of the provided information is 
permitted, the information is temporarily stored in the file 
40 device. When the user employs the information, the con- 
troller reads the information attribute data and region da- 
ta, and the accompanying region data from the storage 
device. The controller employs the entire processor to 
determine whether or not the purpose of a user and the 
45 format In use match the conditions specified by the in- 
formation provider and that are Included in the attribute 
data, the region data and the accompanying data. When 
the purpose and the use match the conditions, the main 
body of the information stored in the file device is se- 
so quentially read under the control of the region manager, 
and is supplied via the information utilizer to the user by 
the terminal peripheral unit. 

[0017] According to the present invention, the use, the 
conditions, and the charging method for the information 
55 that is provided differ, depending on the regional divi- 
sions of the information body. Further, the order in which 
the regions to be used are connected differs, depending 
on the intent of the user. Therefore, the region manager 
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manages the currently employed region In real time In 
order to monitor the use of Information that is being 
changed and to ensure that ft is being used correctly. 
The region manager maintains and controls the region 
connection for sequence control when information is 
employed.The region manager uses the region data to 
manage the currently employed accompanying data, 
and also supplies the information that is required for the 
correct employment of the controller, the copyright in- 
formation manager, the utilization manager, the informa- 
tion utilizer, and the terminal peripheral unit. The sub- 
stantial Information that Is to be used is transmitted from 
the file device or the storage device via the information 
utilizer to the terminal peripheral unit. . 
[001 8] The copyright information manager examines 
the data concerning a copyright and portrait and owner- 
ship rights to determine, in accordance with, the condi- 
tions governed by the accompanying data, whether or 
not a user has infringed or shall infringe by his or her act 
or intent, the copyright, the portrait right, or the owner- 
ship right, Thecopyright information manager then cal- 
culates a charge. The copyright information manager 
abandons any information that is no longer required. 
The utilization manager examines the information form 
and determines whether encryption is required, deter- 
mines whether or not a log is required, authenticates a 
user, checks an intent for use, examines the presence 
of information and information abandonment conditions, 
manages a log, and detects alteration of information. 
When the Intent of use does not match the conditions, 
the utilization manager Instructs the information utilizer 
to inhibit the supply of information. Under the control of 
the utilization manager, the information utilizer decrypts 
the encrypted information, reprocesses video informa- 
tion, speech information or other types of information, 
converts information in consonance with the information 
use level, such as an image quality, and superimposes 
information for a plurality of regions. The information uti- 
lizer controls terminals, and also controls devices and 
converts Information during printing and copying. 
[0019] The information service processor can further 
comprise an information generator that is connected be- 
tween the terminal peripheral unit and the file device. 
The information generator autqmatically generates a 
frame of accompanying data rows relative to original in- 
formation that does not have accompanying data, so 
that an information frame can be prepared in the storage 
device to provide information, including accompanying 
data, for a new information service unit. The information 
generator generates information in the same form as 
that handled by the present system. A user of the 
present processor can act as an. information provider, 
and can transmit the information that is generated by 
the information generator to another user via a network. 
In this case, it is possible to inhibit the copying and al- 
teration of the information, to limit the number of users, 
to maintain the security of information by encrypting it, 
or to provide information for imposing charges for use. 



[0020] According to the Invention as defined In claim 
1, an information service processor comprises the 
above mentioned features and components. 
[0021] Under a precise control, the Information that Is 
5 supplied. by the information provider via the communi- 
cation connector is stored in a storage device or file de- 
vice belonging to a user, or permission for its employ- 
ment Is provided. 

[0022] According to claim 2, in the information service 
10 processor cited in claim 1 , the main body of information 
that forms the information service unit consists of a mul- 
timedia digital information set, and the main body of in- 
formation is divided into a plurality of information re- 
gions. The attached data consists of attribute data, 
is which is attached to the main body of information, that 
is representative of the main body of information; a plu- 
rality of accompanying data sets, which correspond re- 
spectivery to the information regions, for controlling the 
Information regions as individual control units; and a plu- 
20 rality of region data sets, which respectively define the 
accompanying data sets. 

[0023] ; Management is provided for each of the region 
data sets that Is obtained by the division of the main 
body of information. 

25 [0024] Further embodiments of the invention are de- 
fined in dependent claims 3 to 36. 
[0025] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, before the main body of information is em- 

30 ployed, in order to provide for protection of copyrights 
and rights of the information provider, and for security 
of information and to prevent illegal use of the informa- 
tion, an information region of the main body of informa- 
tion that is being employed is understood in real time, 

35 and while the accompanying data for the information re- 
gion manages the use of the main body of information, 
information is provided to the user. The region informa- 
tion that is being used is understood in real time, and 
the accompanying data for its region is employed to 

40 manage the use of the information. 

[0026] in the invention as defined in claim 1, when the 
storage of the information is permitted, one information 
service set is stored in the storage device or the file de- 
vice for later use. When the storage of the information 

45 is not permitted, the information that is transferred is not 
stored in the storage device and the use of the informa- 
tion is limited to real time use only. Relative to provided 
information, a user's system must cope with a non-stor- 
age type information service that inhibits the temporary 

so storage of information and a storage, type information 
service that permits the temporary storage of informa- 
tion in a storage device or a file device before it is em- 
ployed. 

[0027] According to an embodiment of the present in- 
55 venlion, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, mode information is included that 
regulates a use type for the information region. Accord- 
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Ing to the mode information, a determination is made as 
to whether or not information in the information regions 
is to be provided for free, or whether or not the informa- 
tion can be employed as an advertisement for the main 
body of Information, such as a demonstration, and in- 
formation Is supplied to the user In accordance with the 
mode information. The regions of the main body of in- 
formation are managed by control data that indicate 
whether or not the use of Information is chargeable, or 
by data that is provided prior to the use of the main body 
of Information and that Indicate the' information may be 
used for a free advertisement, such as a demonstration, 
to prompt users to employ the information. 
[0028] According to an embodiment of the present In- 
vention, in the Information service processor cited in 
claim 2, for each of the Information regions of the main 
body of Information, copyright information, is included 
that specifies the material which a copyright is claimed 
and provides for the management of Information for the 
copyright. According to the copyright information, the 
use of each of the information regions Is separately con- 
trolled. A copyright is not claimed that covers all the in- 
formation as a single entity; each divided region is Indi- 
vidually copyrighted, so that detailed copyright manage- 
ment and the supply of information is possible. 
[0029] According to an embodiment of the present in- 
vention, In the Information service processor cited In 
claim 2, for each of the Information regions of the main 
body of information, information concerning right of 
ownership and a right of employment are included for 
control of a transfer of the right of ownership and the 
right of employment. And the use of the information re- 
gions is controlled in accordance with the information 
concerning the right of ownership and the right of em- 
ployment. With this arrangement, the information that 
exists In a user's system can be regulated for each re- 
gion~by determining whether or not the right of owner- 
ship has been transferred to the user by purchase, or 
whether or not the right of employment has been ob- 
tained from the provider. In this manner, the use of in- 
formation can be controlled. 

[0030] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, right of portrait information is Includ- 
ed for claiming the right of portrait. And the use of the 
information regions is controlled in accordance with the 
right of portrait. Information concerning the right of por- 
trait that of characters is included in the information re- 
gions, and with this information, for each information re- 
gion the right of portrait can be managed. 
[0031 ] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, existence form information is in- 
. eluded that indicates an existence form for the informa- 
tion regions, with the information included in the infor- 
mation region being purchased information, copied in- 
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formation, retained information on temporary loan, or 
original information. For employment, the information 
regions are managed in accordance with the existence 
form information. For each Information region the exlst- 
5 ence for information is specified with the information be- 
ing purchased information, copied information, retained 
information, or original information, so that the informa- 
tion can be managed when It is used. 
[0032] According to an embodiment of the present in- 
fo vention, in the information service processor cited In 
claim 2, for each of the Information regions of the main 
body of information, encryption information is provided 
to specify whether or not the information regions should 
be encrypted and to set an encryption type and an en- 
's cryptlon key. And the use of the Information regions is 
controlled In accordance with the encryption informa- 
tion. Thus, detailed information protection can be pro- 
vided for a specific region in accordance with the re- 
qulrement/nori-requirement of encryption, an encryp- 
20 tion type, and an encryption key. 

[0033] According to an embodiment of the present in- 
vention, in the information service processor cited In 
claim 2, for the Information regions of the main-body of 
information, abandonment process information Is in- 
25 eluded to specify process methods to be used when the 
information regions are no longer required. When the 
information regions are to be abandoned, the abandon- 
ment process information is used. The information 
abandonment method is specified so that an appropri- 
30 ate process will be performed as a part of a suitable in- 
formation security procedure. Therefore, it is guaran- 
teed that no information will remain after the abandon- 
ment process has been completed. 
[0034] According to an embodiment of the present in- 
35 vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, log information is included to des- 
ignate the requirement/non-requirement of a log in 
which are recorded a user, a provision date, a time and 
40 a purpose for use, such as merely for reference, for play- 
back or for copying, when the information regions are 
used. In accordance with the log information, when a 
log is established, the log is so stored that the informa- 
tion provider or the user can refer to the circumstances 
45 during which the Information region was employed. 
Each time the information is used, the recording of the 
circumstances concerning the use is. instructed. When 
the information in the designated region is provided, a 
provision date, a time, a user and the purpose which 
so used are recorded and stored. Upon request, the re- 
corded data are transmitted to a user or to an informa- 
tion provider. 

[0035] According to an embodiment of the present in- 
vention, in the information service processor cited in 
55 claim 2, for each of the information regions of the main 
body of information, used information notification data 
is included to specify the information provider of log in- 
formation when the information regions are provided for 
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the user. When notification is instructed by the informa- 
tion notification data, the information provider is in- 
formed of the circumstances concerning the user of the 
provided information. When the notification of the em- 
ployment of Information to the copyright holder or the 
information provider is designated, each time or at the 
proper time, the copyright holder or the information pro- 
vider can'understandthe situation where the information 
is used. 

[0036] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, available space information is in- 
cluded to specify an available space for the information 
region. With the available-space information, the infor- 
mation regions are used only In a specific terminal, de- 
vice or network, or in a specific area. Since the provided 
information specifies the available space and the de- 
vice, external leakage of Information from a designated 
area and the Illegal use of the information is prevented. 
[0037] According to an embodiment of the present in- 
vention; in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, Information level data is included to 
specify an available information level. With the informa- 
tion level data, an information service level, such as an 
image quality or a sound quality, Is specified. Since the 
quality' level for the information that is supplied by the 
information provider is specified, the image quality and 
detail, and the sound quality can be specified for each 
information region. 

[0038] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, life span data is included to specify 
a life span for the Information region. With the existence 
period data, the life span of information is specified, and 
there is information that is to be abandoned after being 
used once, after being used N times, or after the elapse 
of a predetermined period of time; or information that is 
effective until an instruction is received from the infor- 
mation provider; or information that is effective perma- 
nently. Since the effective life span of the provided in- 
formation is specified, when the effective life span of the 
information is exceeded, the information will be erased 
or abandoned. In this manner, the security of the infor- 
mation is maintained. 

[0039] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, usage charge data is included to 
specify a method by which to charge for the use of the 
information regions that are employed. With the usage 
charge data, a fee, a payment method and a payee are 
designated to specify a charge unit and a charge meth- 
od. Since a charge method, which designates a payee, 
a payment method and a fee, is specified for each di- 
vided region of the main body of information, detailed 



charges can be prepared. 

[0040] According to an embodiment of the present in- 
vention, in the Information service processor cited in 
claim 2, for each of the information regions of the main 
5 body of information, user data is included to specify a 
person who is permitted to use the information region. 
Only when the user data matches an ID of a user that 
is input by another method, the Information region Is per- 
mitted to be provided for use of the user. Since the man- 
fa agement process specif ies those users who may be pro- 
vided information, information can be used only by users 
for whom access Is permitted. Since a user can be des- 
ignated for each information region, the detailed man- 
agement and control of users is realized. 
is [0041] -According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, for each of the/information regions of the main 
body of information, use condition data is included to 
specify the conditions that are to be satisfied before the 
20 information region is provided. Only when the conditions 
such as a provision date, a time and a permitted age, 
are established by the use condition data, the informa- 
tion region can be used. Since a period, a time and a 
user's age can be specified by setting the: use condi- 
tions, partial information control relative to the employ- 
ment of provided Information is possible. 
[0042] According to an embodiment of the present in- 
vention, in the information, service processor cited in 
claim 2, for each of the information regions of the main 
30 body of information, copy enable/disable data are in- 
cluded to specify whether copying of the information re- 
gion is permitted or inhibited. All copying is prohibited 
for the information region for which copying is inhibited. 
Therefore, whether copying of information in the region 
35 is permitted or not can be determined. 

[0043] ; According to an embodiment of the present in- 
vention, in the information service processor cited In 
claim 2, for each of the information regions of the main 
body of information, copy condition data is included to 
40 specify a permissible range for copying. A copying proc- 
ess is performed within the permissible range specified 
by the copy condition data. When copying is permitted, 
copying conditions are specified for each region, and il- 
legal copying of information that is provided is prevent- 
45 ed, so that detailed copying control can be provided. 
[0044] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, data is included that, when infor- 
50 mation in the information region is to be copied, deter- 
mines whether or not accompanying data in the infor- 
mation region Is partially changed and. copied together 
with the information in the information region. When 
copying is designated, information for specifying the ex- 
55 istence form of the information is changed, and the in- 
formation in the information region is copied together 
with accompanying data. Since not only the main body 
of information but also the accompanying data are cop- 
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led, the attributes of the information that is specified by 
the information provider can be inherited by the infor- 
mation copy. As a result, the illegal use of a copy, and 
a copy of the copy can be prevented. 
[0045] According to an embodiment of the present in- 
vention; In the information service processor cited In 
claim' 2, for each of the information regions of the main 
body of Information, Information type data Is included to 
describe the information types in the Information region. 
With the information type data, speech Information and 
video information can be identified so as to change the 
processing for the main body of information. Since the 
Information type in the information region is specified, 
the use of that information can be controlled. 
[0046] According to an embodiment of the present in- 
vention, In the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, user authentication data is included 
to specify whether or not authentication of a user Is re- 
quired: With the user recognition data, high security is 
ensured relative to the providing of Information from the 
Information regions. When especially high security is re- 
quired for part of the information, orwhen access of per- 
mission for Information is to be precisely confirmed, au- 
thentication of a user can be performed. 
[0047] According to an embodiment of the present in- 
vention, In the Information service processor cited in 
claim 2, for each of the Information regions of the main 
body of Information, designation data is included to de- 
termine whether or not the information region Is to be 
transferred to an external network. Only an information 
region for which transfer permission is authorized by the 
designation data is transferred. The information that is 
provided by the information provider can be prevented 
from being leaked across the network by the user's sys- 
tem. 

[0048] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, printing data is Included to deter- 
mine whether or not the Information In the Information 
region is permitted to be printed on a sheet of paper. 
Only information in the information region for which 
printing is permitted by the printing data Is printed. Once 
Information is printed on the paper, the endless copying 
of the information by a copy machine can not be pre- 
vented. Therefore, the printing of provided information 
is regulated to prevent unnecessary printing. 
[0049] According to an embodiment of the present in- 
vention, in the Information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, reprocessing data is Included to de- 
termine whether or not to permit a user to read informa- 
tion from the information region and to reprocess the in- 
formation for use. A user can freely reprocess and re- 
cycle information in an information region for which re- 
processing is permitted, while reading to perform any 
process is inhibited relative to an information region for 



which reprocessing Is not permitted. Since a prior de- 
termination is made to permit a user to reprocess and 
recycle provided information, illegal alteration and recy- 
cling of the information can be prevented. 
s [0050] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of Information, resale data Is included to specify 
whether or not resale of information in the Information 
10 region Is permitted. For information in an information re- 
gion for which resale is inhibited, alteration of accompa- 
nying data concerning the selling of and the charges for 
information Is inhibited and the resale activity is elimi- 
nated. Since it is determined whether or not the resale 
is of information supplied by the provider is permitted, a 
resale activity whereby a user provides information for 
a third party and charges for it without the permission of 
a provider can be prevented. 

[0051 ] According to an embodiment of the present In- 
20 vention, in the information service processor cited in 
claim 2, for each of the information regions of the main 
body of information, alteration prevention data is Includ- 
ed to prevent alteration of accompanying data that Is 
used to control the main body of information. When the 

25 main body of information Is altered, information for a sin- 
gle Information service unit is regarded as invalid and is 
abandoned; In order to prevent the alteration : of .infor- 
mation related to the handling of information that Is "sup- 
plied by. an information provider, sum check information 

30 is inserted into the accompanying data for each Infor- 
mation region to provide a function for detecting altera- 
tions. When the alteration of information is detected, all 
of the information is regarded as invalid. ? 
[0052] According to an embodiment of the present In- 

35 vention, in the information service processor cited in 
claim 2, the region data Includes connection data forthe 
information region by which to specify the order in which 
a series of the information regions are to be used. The 
region manager and the utilization manager control the 

40 Information utilizer to furnish the information regions In 
the order that Is specified^ In order for all the information 
provided by the information provider to function correct- 
ly, the order in which the divided information regions of 
the main body of Information are to be supplied is spec- 

45 ified. " ' 

[0053] According to an embodiment of the present in- 
vention, in the* information service processor cited in 
claim 2, the attribute data includes a plurality of se- 
quence data sets as information for specifying a se- 

so quence to be employed when the information regions 
are to be provided. According to the sequence data, a 
plurality of information sets are provided from a single 
main body of information. By employing a plurality of se- 
quences for providing information, various types of in- 

55 formation can be provided. 

[0054] According to an embodiment of the present in- 
vention, the information service processor cited in claim 
2 further comprises an information generator that is con- 
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nected between the terminal peripheral unit and the file 
device. For original information with no accompanying 
data, the information generator automatically generates 
a frame for an accompanying data row, and prepares, 
for the storage device, an information frame with which 
a new single information service unit, with accompany- 
ing data, can be provided. When an information user or 
a user system serves as an information transmitter and 
provides information, an information frame is generated 
that is consonant with information control proposed by 
the present invention. 

[0055] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 2, under the control of the utilization manager, the 
information utilizer synthesizes information in a plurality 
of information regions, and transmits the resultant infor- 
mation to the terminal peripheral unit in order to simul- 
taneously provide the information for the plurality of in- 
formation regions. Since the information regions of the 
main body of information are synthesized and the result- 
ant information forthe information regions can be simul- 
taneously supplied to a user, long video information 
presentations that are provided can be searched within 
a short time. 

[0056] ■. According to an embodiment of the present in- 
vention, In the information service processor cited in 
claim 2, when video information is to be used in a mute 
mode, a sound recognition function of the information 
utilizer converts speech information into character infor- 
mation, and superimposes it as characters on a part of 
the video information display, so that the audio accom- 
panying image can be understood in the mute mode. 
Since the speech information is converted into charac- 
ters by speech recognition and. the characters are dis- 
played on a screen, the audio accompanying images 
can be understood. 

[0057] According to an embodiment of the present in- 
vention, in the information -service processor cited in 
claim 2, part of the accompanying data for each of the 
.information regions that accompany the main body of 
information is superimposed on one part of a screen to 
display charge data and provision conditions for a user. 
One part of the accompanying data is displayed, on a 
screen, as a divided region of the main body of informa- 
tion, and a user can understand what is permitted and 
is inhibited forthe region. As a result, illegal activities by 
the user are prevented, and charge data is displayed to 
provide information for a user who is executing a con- 
tract with an information provider. 
[0058] According to an embodiment of the present in- 
vention, in the information service processor cited in 
claim 34, the information generator receives from the 
terminal peripheral unit a main body of raw information 
that has no region data and no accompanying data, di- 
vides the main body into a plurality of information re- 
gions, generates a frame forthe region data and the ac- 
companying data and adds the frame to the main body 
of the raw information, and transfers the resultant infor- 



mation to the file device. With this structure, as an Infor- 
mation transmitter, the user of the present processor 
can transmit information that is prepared by the infor- 
mation generator across the network to another user. In 

5 this case,, the copying and alteration of information can 
be prevented, the number of users who receive infor- 
mation can be limited, security of information can be en- 
sured by encryption, and information can be provided 
as charge data. 

10 . '. ... , ' 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0059] These objects and features of the present in- 
vention will become more readily apparent from the fol- 
lowing detailed description of the preferred embodl- 
ments taken in conjunction with the accompanying 
drawings, in which: ... 

. Fig. 1 is a block diagram illustrating an Information 
20 service processor according to a first embodiment 
of the present invention;- 

Fig. 2 is a diagram illustrating one information serv- 
ice unit that is provided by an information provider 
according to the first embodiment of the present In- 
25 ventlon; ...... , • .. 

Fig. 3 is a diagram illustrating a region data struc- 
ture that constructs one information service unit ac- 
cording to the first embodiment of the present in- 
vention; 

30 Fig. 4 is a diagram illustrating an accompanying da- 
ta structure for controlling a region according to the 
first embodiment; and . 

Fig. 5 is a block diagram illustrating an information 
service processor, according to a second embodi- 
es ment of the present invention. . . 

DETAILED DESCRIPTION OF THE, INVENTION 

[0060] The embodiments of the present invention will 
40 now be described while referring to the accompanying 
drawings. Fig. 1 is a diagram Illustrating the arrange- 
ment of an information service processor according to 
afirst embodiment of the present invention. As is shown 
in Fig. 1 , the information service processor comprises: 
45 a communication connector 2, which is connected to an 
external device, such as a network N across which in- 
formation is provided; a controller 3, for controlling the 
operation of the. entire information service processor; a 
region manager 4, for managing and controlling in real 
so time whichever divided region of provided information 
that is currently being used; a copyright information 
manager 5, for managing and controlling information 
concerning copyrights; a utilization manager 6,-for con- 
trolling the application of provided information and its 
55 correct use; a storage device. 7 and a file device 8, for 
storing information that is provided via the communica- 
tion connector; an information utilizer 9, for controlling 
a main body of information when a user uses the infor- 
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mation; and a terminal peripheral unit 10, for displaying 
for a user information supplied by the information utiliz- 
er. The network N is a telephone line, a facsimile line, a 
data line, or a communication broadcast line for the 
transfer of data, such as the Internet, a LAN, or a broad- 
cast satellite. A CPU (central processing unit) is used 
as the controller 3, and various programs are stored and 
a microprocessor Is mounted to perform various Infor- 
mation services. The terminal peripheral unit 10 is a 
CRT display terminal or another device, such as a per- 
sonal computer, a workstation or a printer, that has a 
keyboard and a display by which to Input Instructions 
and to output and display data. In the information service 
processor of the present invention, the terminal periph- 
eral unit 10 serves as an operation and display output 
means. 

[0061] Fig. 2 is a diagram showing the structure of a 
single information service unit 20 that is supplied by an 
information provider. The Information service unit 20 in- 
cludes: a main body of information 24, which has N di- 
vided Information regions from (1)27 to (N)28 that are 
provided externally; accompanying data 23, which con- 
sist of N accompanying data sets from (1 )25 through (N) 
26 that correspond to the information regions; region da- 
ta 22, which has an address pointer for the accompany- 
ing data 23; and attribute data 21 , which Include at) the 
attributes for the main body of Information 24. 
[00612] : Fig. 3 is a diagram showing the structure of the 
region data 22 shown in Fig. 2. Each of the region data 
sets 32, (1 )30 through (N)31 , has a start address pointer 
33 arid an end address pointer 34 for corresponding re- 
gion accompanying data, and k connection information 
sets, (1)35 through (k)36. 

[0063] Fig. 4 Is a diagram showing detailed functions 
41 'through 68 of the i-th region accompanying data 40, 
as'an example, from among the N accompanying data 
sets, from (1 )25 though (N)26, that compose the accom- 
panying data 23 shown in Fig. 2. 
[0064] The operation of this embodiment will now be 
explained. From a single Information service unit that is 
transmitted across the network by an information pro- 
vider and is received via the communication connector 
2, the attribute data 21 , the region data 22 and the ac- 
companying data 23 are stored in the storage device 7. 
The attribute data 21 designate whether or not storing 
of the main body of . information 24 is permitted. When 
storing is permitted, the entire main body of information 
24, which is transmitted following the accompanying da- 
ta 23, is stored in the storage device 7 or the file device 

8. When storing is not permitted, since the information 
is provided without being temporarily stored, the main 
body of information 24 is transferred from the commu- 
nication connector 2 directly to the information utilizer 

9. The controller 3 and the region manager 4 monitor 
the received main body of information, and the region 
data 22 and the accompanying data 23, which are 
stored in the storage device 7, while they understand in 
real time a region in the main body of information that is 



currently being used, and specify the accompanying da- 
ta in the relevant accompanying data 23. While referring 
to the specified region accompanying data 40, the con- 
troller 3, the copyright Information manager 5, and the 
s utilization manager 6 control the main body of informa- 
tion 24 that is transferred to the information utilizer 9 in 
accordance with the detail functions 41 through 68, and 
transfer the Information to the terminal peripheral unit 
10, so that a user can receive information service. 
10 [0065] When the storing of information in the storage 
device is permitted, all information is temporarily stored 
in the storage device or in the file device. Then, when a 
user uses the Information, the controller 3 loads the at- 
tribute data 21 , the region data 22, and the accompany- 
is |ng data 23 from the storage device 7. After the main 
body of information 24 has been called from the file de- 
vice under the control of the controller 3 and the region 
manager 4, it is sequentially transferred to the Informa- 
tion utilizer 9. The following operation is performed in 
20 the same manner as is described above. Since the ac- 
cumulation type information can be employed in this 
case, the sequence in which information is supplied can 
be freely controlled. The connection Information 35 in 
the region data 32 designates a region that is to be con- 
25 ducted next to the current region. In accordance with 
this operational order, the playback of the main body of 
information is advanced. Since a plurality of connection 
information sets (k sets in this embodiment) are included 
in a single region data set 32, k different execution se- 
30 quences can be set for the main body of information. 
When, for example, the main body of information repre- 
sents a movie, with the above described function, 
scenes that are to be cut for an advertisement are sep- 
arated and these regions are linked together by the j-th 
35 connection information for the preparation of a demon- 
stration sequence. Then, a user need only select the j- 
th connection sequence to provide a free demonstration 
sequence as an advertisement for a movie for which a 
fee is charged. When the main body of information rep- 
40 resents a drill book for education, effective drill can be 
prepared and provided from a single main body of infor- 
mation. A total of n different courses, from the advanced 
to the beginner, are prepared in consonance with the 
level of students, and are programmed as connection 
45 information sequences. When a student does not un- 
derstand a part of the study, he or she can change the 
course to an easier one, and can receive a detailed ex- 
planation and continue studying. 
[0066] The function and the operation of the accom- 
50 panying data 40 willndw be described. The accompa- 
nying data 40 has component function information, in- 
cluding the information region (1) start address 41 
through the other auxiliary information 68. The accom- 
panying data for a region that is being operated is stored 
55 in the storage device 7. The element function informa- 
tion concerning the information regions is interpreted 
and controlled by the region manager 4; the element 
function information concerning a copyright is interpret- 
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ed and controlled by the copyright Information manager 
5; and the element function information concerning the 
use of information is Interpreted and controlled by the 
utilization manager 6. The Information region (i) start ad- 
dress 41 and the end address 42 Indicate the i-th infor- s 
mation region in the main body of information 24, and 
the following element function information sets are ap- 
plied for that region; 

[0067] Mode information 43 specifies whether or not 
the information in that region is free. When the informa- to 
tioh is not provided free, a fee is charged by referring to 
: copyright Information 44, ownership/employment right 
information 45 and charge information 55. The copyright 
information 44 includes all the copyrights and the cop- 
yright holders that are related to the pertinent region, *s 
and is referred to when the copyright processing is per- 
* formed. The ownership/employment right information 
45 includes all of ownership rights and ownership hold- 
ers, and all the rights of employment and their holders 
that are related to the region, and is referred to when so 
the ownership right processing or the processing for the 
employment right is performed. Information 46 concern- 
ing a portrait right includes information required for the 
processing fora portrait right that is related to the region, 
and Is referred to when the processing for a portrait right 25 
Is performed. Existence form information 47 determines 
whether the main body of information for the region is 
an item sold to a user, a copy prepared by a user, a rental 
from an information provider, or an original item pre- 
pared by a user. In association with the ownership/em- 30 
ployment right Information 45, whether a user has pur- 
chased information including the ownership right, or in- 
formation for which only the employment right is allowed 
is defined. When the conditions for using the information 
are not specified, with the existence form of the infor- 35 
mation, use of the information is permitted within a com- 
mon sense range. For example, serial copy manage- 
ment for private use is applied. Since all the members 
in the network can be information providers as well as 
information transmitters, regulation of the original is pro- 40 
vided to ensure a degree of freedom for a user to edit 
and alter the information during the information gener- 
ation process. When this information is to be supplied 
to a third party, the article for the original information is 
deleted and the information is transferred. 45 
[0068] Encryption information 48 includes information 
concerning whether or not information in the region is 
encrypted, and an encryption type and an encryption 
key if the information is encrypted. Since the encryption 
method and the key can be changed for each region, so 
the encryption level is altered in consonance with the 
importance of the information, and a copyright holder 
and an information provider can employ their own en- 
cryption. The encryption information 48 is transferred to 
the information utilizer 9 to decrypt the main body of in- ss 
formation. Abandonment information 49 specifies a 
process for abandoning the information of the region 
when it is unnecessary. The abandonment process is 



performed when an abandonment Instruction is Issued, 
when an information available period that is specified by 
the existence period information 54 has expired, and 
when illegal use by a user has occurred. In the aban- 
donment processing, meaningless information is written 
over in the region where the Information is present and 
the information is completely erased. When the aban- 
donment Information 49 includes an instruction for re- 
turning information, prior to abandonment, information 
is returned to an information supply source. The intent 
of the return Is the confirmation that the Information was 
not altered, and the acquisition of the circumstances 
concerns the use of the information. If the abandonment 
information 49 includes an instruction to issue a notice 
of abandonment, after the information is abandoned, a 
notice of abandonment is transmitted to the information 
supply source. 

[0069] Log information 50 is used to instruct whether 
or not a log of the circumstances concerning the use of 
information in the region should be acquired when the 
information Is employed, and to designate a notification 
destination. When there is such a designation, user 
logs, in which a date, a time, a duration and the purpose 
for the use are recorded in a region of the other auxiliary 
information 68. The recorded logs are provided, for cop- 
yright holders, Information providers and users, as con- 
firmation information for charges, as marketing informa- 
tion for an information provider, or as use confirmation 
information. A log when an illegal access has occurred 
is also recorded. Use information notice 51 determines 
whether or not a notice should be issued to a copyright 
holder, an information provider and a user when the in- 
formation in that region is used, and designates the tim- 
ing for issuing the notice.. If, for example, notification at 
the end of the month is designated, based on the log 
information, the monthly employment circumstances 
are reported at the end of every month. A system that 
reports such employment circumstances can prevent il- 
legal use and illegal access in advance. 
[0070] Available use regulation 52 specifies an avail- 
able space for the information. An available position for 
a user is specified by the definition of space, such as 
the designations of a usable terminal number, a server 
name and a network name, and by using positional in- 
formation that employs GPS information or a network 
address, and local area information that employs tele- 
phone numbers and addresses. The use of the informa- 
tion is not permitted in an area other than the specified 
space, in this manner, the use of information from a re- 
mote area and illegal access can be prevented, and the 
security of information is ensured. This can be utilized 
to prevent the leakage of in-house information and of 
information concerning privacy. Since a conventional 
network system is a closed internal network in a com- 
pany or an organization, security it from an external in- 
vasion is not a matter of much concern. However, since 
a network at the information society is assumed to be 
open, protection against illegal invasion and illegal ac- 
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cess must be strengthened. The protection of informa- 
tion by specifying the available space is proposed for 
use for such a purpose. 

[0071] An Information level 53 is a regulation for a 
sound quality that Is represented by a number of bits 
when the Information Is sound, and a video quality that 
is represented by a resolution and an aspect ratio when 
the information Is a video image. When the source of 
Information is manufactured at as high a quality as pos- 
sible, therefore, a quality charging method is realized 
whereby a fee is charged for information that is distrib- 
uted across a network that is consonant with the provid- 
ecfimage quality, or whereby the information is distrib- 
uted at a high quality across the network and a fee is 
charged In consonance with the quality level of the ter- 
minal that a user employs. To control the quality of in- 
formation, the controller 3 identifies the information level 
of the employed terminal peripheral unit 1 0, and the uti- 
lization manager 6 selects, from the information level 53 
region, control Information that corresponds to the infor- 
mation level. The control information is transmitted to 
the information utilizer 9 which converts the information 
quality; 

[0072] The existence period information 54 specifies 
a period wherein the information in this region Is avail- 
able by a useVs system; The information can be desig- 
nated as being effective for one use only, effective for 
use N times, effective during a certain period, perma- 
nently effective, or effective until a user abandons the 
information. When a designated period expires, the 
abandonment process Is performed and the main body 
of .Information is lost. In a conventional information serv- 
ice system, once the information Is transmitted to the 
user, it can not be controlled or managed by an informa- 
tion provider. Therefore, important information or expen- 
sive Information is not transmitted to a user. However, 
with the existence period information of this invention, 
so long as the information is correctly used and collect- 
ed, new information services can be provided. The fol- 
lowing service, for example, can be realized. In the 
same manner as when borrowing movie video tapes, a 
certain movie Is borrowed on a daily basis across a net- 
work and is automatically abandoned and erased when 
a specified number of days have passed. Another infor- 
mation service which adopts an employment count 
method can be realized. For three members in a family 
who desire to watch a movie across the network, the 
abandonment information 49, the log information 50 and 
the existence period information 54 are used in parallel. 
Until the information is used three times, the information 
can be used, regardless of the length of the period. 
[0073] The charging information 55 Is the regulation 
concerning charges. The details of a charging method, 
a fee, a payee and a payment method for each service 
are defined. The copyright information manager 5 
charges a fee by referring to the charging information 
55. According to a conventional network information 
service, a fee is charged roughly, such as for one movie 



or for one set of information documents. According to 
the present Invention, however, since a fee can be 
charged for each service by the region unit, a detailed 
fee can be charged, such as a fee for copying only the 

5 theme music for a specific scene In a movie, or a fee for 
printing a table or a diagram on a specific page in a doc- 
ument. Further, when copyright holders and Information 
providers differ, depending on the regions and the 
charging, method, the fees differ accordingly, and a 

10 charging service for each right holder can be performed. 
[0074] User Information 56 specifies a user. When us- 
ers are to be managed precisely relative to the use of 
provided Information, users who have applied for the in- 
formation service are registered, or an Information pro- 
's vlder specifies users to whom to provide information. 
Then, the users are regulated by means of the user in- 
formation 56 and information is furnished to these users. 
The user information 56 is referred to and managed by 
the utilization manager 6, The control information Is 

20 transmitted to the information utilizer 9 to manage the 
users in accordance with the regions. Therefore, a bank, 
for example, provides the following service! When a 
bank sends a monthly report, including their advertise- 
ment, to customers, the balances of all the family mem- 

25 bers are distributed at the same time. A region is pro- 
vided for a balance sheet for each family member, and 
each family member is designated by the user Informa- 
tion 56. Then, even when all the family members read 
the same bank report^ they can not see any] balance 

30 . sheet other than their own: Further, when, for'the exist- 
ence period information 54, Information Is identified for 
abandonment after being used one time, a function can 
be provided whereby a user can abandon a balance 
sheet after he or she has checked it, so that secrecy can 

35 be maintained. Since users are specified for each re- 
gion, while like information is provided for many users, 
the privacy of the individual users can be maintained. 
[0075] When available information is set for a region 
for use condition Information 57 and the condition does 

40 not match, the use of the information can be inhibited. 
There are two ways for setting the use condition infor- 
mation 57. One is a method whereby an Information pro- 
vider sets the information 57 in advance, and the other 
is a method whereby a user sets the use condition when 

45 the information Is stored in the user's system. THe> use 
condition information 57 is referred to and managed by 
the utilization manager 6. The control information is 
transmitted to the information utilizer 9 to supply infor- 
mation. Using the movie service as one example of the 

so former method whereby the information provider sets 
the use condition, one region is set for a movie scene, 
such as a scene of sexual intercourse or of violence, 
that is not preferable for children, and aduits are desig- 
nated in that region as the use condition. As a result, 

55 when a user younger than 20 years old is watching the 
movie, the scene in question is skipped and thereafter 
played back. Using a game information service as one 
. example for the latter method whereby a user sets the 
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use condition, parents designate a period, such as one 
to six o'clock in the afternoon on a weekend, during 
which children are permitted to play games. As a result, 
the children can be prevented from continuing to play 
the games. The use condition information 57 is effective 
when the use of information is partially limited 'or con- 
trolled. V V -., • ' 
[0076] Copy enable/disable information 58 specifies 
whether or not copying of the information in this region 
is permitted. When the copying of the information is in- 
hibited, a user can not copy the information in this re- 
■ glon. The copy enable/disable Information 58 is referred 
to and managed by the utilization manager 6, and the 
control information is transmitted to the information uti- 
1 llzer 9 to control cbpying; When document information 
includes a part that is not to be copied by a user, inhibi- 
tion of copying is set in this region. When a user copies 
all the information, the inhibited area can not be copied, 
so that partial copying control is possible. Copy condi- 
tion Information 59 specifies copy conditions when the 
copying is permitted with the copy enable/disable infor- 
mation 58. One of the copy, conditions concerns copy 
media; For example, a condition can be set that does 
not permit the copying of information to a digital copy 
machine but that permits copying to a analog copy ma- 
chine. The second copy condition not only specifies 
whether a main body of information can be copied but 
also it can be copied together, with the accompanying 
data 40.Thus, the attribute of the main body of the orig- 
inal information can be inherited by an information copy. 
The limitation for users and a charging method can be 
also applied to a copy, and the inhibition of information 
transfer to a network and the inhibition of reproduction 
can also be inherited by a copy. In this case, the copy 
condition information 59 is used in parallel with an at- 
tribute inheritance 60, which will be described later. The 
third condition is used to specify a user who is permitted 
to copy information. Since the user is designated, a third 
party can not copy information. The fourth condition con- 
cerns the application of the copying process. Copying 
one time Is permitted but the copying of a copy is not 
permitted. Further* the existence period information 54, 
the available space definition 52 and the attribute infor- 
mation 60 are set in parallel with the copy condition 59, 
so that a period where a copy is effective is specified 
and an available space is defined to permit copying. The 
copy condition Is Identified and managed by the utiliza- 
tion manager 6 and the control information is transmitted 
to the information utilizer to control copying. 
[0077] The attribute inheritance 60 is employed for the 
inheritance of the attribute of the main body of informa- 
tion by an information copy. When copying, the attribute 
inheritance is designated by the copy condition informa- 
tion 59, and an item of the accompanying data 40 to be 
inherited and an item to be updated are determined. 
When, for example, information items concerning a cop- 
yright and a charging method are inherited, protection 
of the copyright and a correct charging method are em- 



ployed when an information copy is used. When Infor- 
mation concerning the copying is inherited, correct cop- 
ying control is performed on the information copy. When, 
for example, a serial copy management that permits the 

s copying of a copy is performed, the existence form in- 
formation 47 of the accompanying data 40, which is at- 
tached to a copy, Is changed to an information copy, and 
the inhibition of copying is set in the copy enable/disable 
. information 58. With the control provided by the attribute 

10 inheritance 60, an information service can be achieved 
that, while a considerably high degree of freedom is 
maintained, maintains the security of information and 
prevents illegal use. An information type 61 specifies the 
types of the main body of information in this region. This 

1 s specifies types of character information, image informa- 
tion, sound information or video, information, and a 
method, such as an information compression method, 
that is required for reproducing information. The, infor- 
mation type is identified by the utilization manager 6 and 

20 the control information is transmitted to the information 
utilizer 9 to reproduce the main body of information. 
Since control of the information depends on the types 
for each region, information sets that are supplied from 
various information sources are combined to construct 

25 the main body of information. For example, video infor- 
mation sets of MPEG1 and MPEG2 . and non-com- 
pressed video Information can be mixed to construct the 
main body of information. 

[0078] User authentication information 62 is a record 

so of an ID and a control of the input of an ID when author- 
ization must be provided for a user before information 
is used. This information is used to input a higher ID of 
a user or to authenticate a sales contract in order to en- 
. sure high security, in either case, when the utilization 

35 manager 6 can not identify a correct input, it inhibits the 
advance to the next step. Network retransfer enable/dis- 
able information 63 is used to determine whether or not 
a user can retransfer provided information to a network. 
When it is determined that the retransfer is enabled, a 

40 user may retransfer the main body of information to the 
network. When the retransfer is disabled, a user can not 
transfer information to the network. For a catalog or ad- 
vertisement material that it is preferable be known by as 
many people as possible, the retransfer is. permitted. 

45 However, information in which a copyright is included 
should be inhibited from being retransferred across the 
network, so that the retransfer of such information is in- 
hibited. Since the network retransfer enable/disable in- 
formation 63 is identified by the communication connec- 

50 tor 2, the information concerning the retransfer can not 
be passed through the communication connector. Since 
the retransfer of not only the whole information but also 
of information for each region can be controlled, a spe- 
cial price is specified for certain customers in a goods 

55 catalog that can be retransferred, and only that portion 
is set to inhibit the retransfer. In this manner, the special 
price can be prevented from being. displayed to a third 
party. 
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[0079] Printing information 64 is used to specify 
whether or notprinting is permitted. Once information is 
printed on a sheet of paper, it will be copied from paper 
to paper by using another copy machine. Thus; the In- 
hibition of printing is set for information that should not 
be distributed by paper. Since a region of information is 
also designated In this case, printing of a document can 
be partially Inhibited. When the printing Information 64 
is used in parallel with the attribute inheritance 60, all 
the information is copiedto another medium, the printing 
using the medium Is inhibited, and the security of infor- 
mation is therefore ensured. The printing information 64 
is identified and managed by the utilization manager 6, 
and the control inf ormation is transmitted to the informa- 
tion utilizer 9 to control the printing. Reprocessing infor- 
mation 65 specifies whether or not a user may process 
provided information. Since alteration of information that 
Includes a copyright infringes the right, the reprocessing 
Is Inhibited. The main body of information for which re- 
processing is inhibited can riot independently be loaded 
in the storage device unless it is used correctly accord- 
ing to allowed use. Information can not be written in a 
region of the file device or of the storage device In which 
is stored the information for which reprocessing is inhib- 
ited with the reprocess information 65. The reprocess 
information 65 Is identified by the utilization manager 
and the controllers, and the region manager 4 prevents 
the reprocessing of information. 
[0080] Resale information 66 specifies whether or not 
a user can re-sell provided information. Since, in a net- 
work society, any user can price his or her own informa- 
tion-arid sell It, information, other than original informa- 
tionfthat Is obtal ned from others must be prevented from 
being sold to a third person. When the resale is Inhibited 
with the resale information 66, the contents of the ac- 
companying data 40 can not be changed. As a result, 
the Use environment and a condition that Is set by an 
information provider, the charging method and the cop- 
yright information can not be changed, and a user can 
not sell this inforrriation; To cope with illegal use, such 
as the resale of information obtained from others, vari- 
ous types of safety keys are provided by using the resale 
information 66 in parallel with the reprocess information 
65, the network transfer enable/disable information 63, 
the copy enable/disable information 58, the user infor- 
mation 56, the available space specification 52, the 
abandonment information 49, and the encryption infor- 
mation 48. Therefore, Information that includes a right 
can be protected with high security, and illegal use can 
be prevented. 

[0081] In alteration prevention information 67 is in- 
cluded Information, such as a surn check, that is gener- 
ated to detect alteration of the main body of information 
and the accompanying data 40 for this region. Especial- 
ly, the alteration of the accompanying data 40 consti- 
tutes the illegal use, and in this case, the information is 
abandoned. The other auxiliary information 68 is used 
to store log information for a region or to apply time in- 



formation for controlling the employment of the region, 
[0082] As is described above, in this system, the con- 
tents of the accompanying data 40, I.e., the functions 
from the information region (i) start address 41 to the 

5 other auxiliary information 68 and their combinations, 
provides security for supplied information, a correct 
charging method and prevention of the illegal use of in- 
formation, and realizes a variety of inf ormation services. 
. [0083] When a plurality of regions need be synthe- 

10 sized and displayed according to an instruction from a 
user, the controllers instructs the region manager 4 and 
the utilization manager 6 to synthesize the region Infor- 
mation sets. The utilization manager 6 Instructs the in- 
formation utilizer 9 to synthesize a plurality of regions 

is The region manager 4 reads the accompanying data 40 
for the determined regions from the storage device 7. 
. The utilization manager refers to the accompanying da- 
ta 40 and sequentially reads the information for the re- 
gions. The read Information is synthesized by. the Inf or- 

20 mation utilizer 9, and: the synthesized information is 
transmitted to the terminal peripheral unit 1 0 to be dis- 
played for. a user. In a one-hour movie that has 1 00 
scenes consisting of 1 00 regions, a search rnode Is pre- 
pared, and reduced animated images for 20 screens are 

25 synthesized and displayed on a screen at one time. 
Then, the display Is switched five times, and the one- 
. hour movie can be checked only for one or two rninutes. 
For information on a document, so long as one region 
is set for each page; a plurality of regions are displayed 

30 on one screen, so that an image can be searched for 
efficiently, in either case, since the regions are played 
back according to the accompanying data 40, a region 
that does not match the use condition will not be dis- 
played. 

35 [0084] The accompanying data 40 is normally stored 
In the storage device 7. The utilization manager 6 refers 
to and identifies the accompanying data 40, and controls 
the main body of information based on the data 40. 
When a user has to know the contents of the accompa- 

40 nylng data 40, according to an instruction from the con- 
troller 3, the utilization manager 6 transfers control In- 
formation to the information utilizer 9 and edits the ac- 
companying data 40, which are stored in the storage de- 
vice 7. The edited data can then be transferred to and 

45 displayed by the terminal peripheral unit. A user can 
check the contents, such as the copyright information, 
the charging information, the use condition and the copy 
condition, that are permitted for use. 
[0085] Fig. 5 is a diagram illustrating an information 

50 service processor according to a second embodiment 
of the present invention. The same as for the first em- 
bodiment shown in Fig. 1 , the information service proc- 
essor comprises: communication connector 2, which is 
connected to a network N; a controller 3; a region man- 

55 ager 4; a copyright information manager 5; a utilization 
manager 6; a storage device 7 and a file device 8 for 
storing various data; an information utilizer 9; and a ter- 
minal peripheral unit 1 0 that displays data for a user. In 
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the second embodiment, in addition to the above com- 
ponents, an information generator 11 is included, with 
which a user can employ the system of the present in- 
vention orcan prepare Information to be provided for the 
others. The information generator 11 is connected to the 
terminal peripheral unit 1 0, and also to the storage de- 
vice 7 and the file device, so that data can be written to 
and read from them. In addition, the information gener- 
ator 11 is connected to the controllers, which controls 
its operation. . 
[0086] With this arrangement, when a user prepares 

. information that is to be used in this system, the infor- 
mation generator 1 1 reads, from the terminal peripheral 
unit 10, a main body of the original, information that is 
created by a user, and generates, in accordance: with 
the setting of regions, frames for one information service 
unit 20, attribute data 21 , region data 22, accompanying 

: data 23, a main body 24, and accompanying region data 
40. Thus, in the same manner as a user prepares and 
transmits electronic mail; a user can serve as an infor- 
mation provider and can supply information. Since the 
information for copyrights, use conditions,, a charging 
method and the control of. copying can be set, a user 
who is not an information; service expert can supply a 
high level information service. Therefore, ft is possible 
for an individual store owner to supply information or to 
provide advertisement information to his customers, or 
for individuals to sell their own information across a net- 
work to a unspecified majority of people that need the 
Information. As was previously described, illegal use Is 
prevented that involves the transmission by a user, as 
his original data, information that is obtained from oth- 
ers. 

[0087] As is explained in the above embodiments, ac- 
cording to the present invention, provided is a network 
society wherein all the owners of the terminal peripheral 
units 1 0 that are connected to the network N can be us- 
ers of information and can also be information providers. 
According to the conventional technique, once informa- 
tion is transmitted from an information provider to a user 
by broadcasting or across a network, the information 
provider can not manage the information at all with re- 
spect to the protection for copyright holders, the security 
of information and the prevention of illegal use. A set of 
Information has a simple structure and does not Include 
a variety of copyright holders and information providers, 
and information itself is formed with a single format. Sim- 
ilarly, a charging method is performed in a rough manner 
whereby a fee is charged for one set of information. In 
the multimedia era, however, with such a simple infor- 
mation service, more development seems difficult with 
respect to the protection of various rights, the security 
of information, and a variety of information services. The 
present invention resolves these shortcomings, and 
provides the following effects or advantages. 
[0088] First, an Information set that is provided for a 
user can be constructed by using information from many 
copyright holders. An information set is divided into mul- 



tiple regions, and the regions Include different copyright 
information and processing. Further, since different 
charging processing and use conditions can be set for 
each region, a charging method that Is consonant with 

s the use condition of a user can be performed directly for 
a right holder. In addition, information for which the en- 
cryption method and the compression method differ is 
used for each region, and various information types can 
be included in the information set, and various items of 

io multimedia information from many copyright holders 
can be employed unchanged to construct the entire ar- 
rangement of Information. 

[0089] . : Second, an information provider can manage 
information that is supplied to a user. The use condition, 

is illegal use, the charges, and the security of information 
are monitored relative to the provided information, and 
as the information provider understands the manage- 
ment, the information provider can supply information 
without any worry. The management of provided infor- 

20 mation is required to protect copyright holders and the 
rights of the information provider. It is important for the 
information society to provide satisfactory circumstanc- 
es for an Information provider. 

. [0090] Third, illegal use can be prevented and can be 

25 detected. The conventional information service has no 
method for detecting the illegal use of information.. This 
is because the correct use and the inhibited use of pro- 
vided information are not defined, and the use of infor- 
mation is not monitored. In the present. invention, for an 

so information set that consists of many pieces of copyright 
information, the use conditions for each Item of copy- 
right information, e.g., a correct use range and what use 
of the information is permitted, can be set by an infor- 
mation provider, and the use conditions can be man- 

35 aged. A use that is not permitted under these conditions 
is detected as illegal use, and a warning is issued to a 
user. At worst, information can be automatically aban- 
doned. Illegal use is, for example, the use of an unau- 
thorized space, the use by an unauthorized user, the use 

to that is validated according to the use conditions, such 
as a time and an age, the unauthorized copying of in- 
formation, the alteration and reprocessing of informa- 
tion, the retransfer of information to a network, and the 
unauthorized printing of information. 

45 [0091] Fourth, as effects that are obtained by the se- 
curity of information, the prevention of illegal use, the 
monitoring of the correct use, and the setting of use con- 
ditions, information concerning storage types can be 
employed by the user. According to such an information 

so service that provides for lending and use, in the same 
manner that a rental video film is watched and then re- 
turned, information is borrowed through the network and 
is stored in a user's file to be used when necessary. 
Thereafter, the information is either automatically 

55 erased or returned. 

[0092] Fifth, a variety of information services are pos- 
sible. Service forms that are consonant with information 
providers and users are possible, such as detailed des- 
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Ignation of a user, inhibition and permission of partial 
copying and printing, the setting of a fee and a charging 
method for each region, a charging method in accord- 
ance with employed Information quality, information 
supply by setting an available period, and information 
supply in accordance with an employment count. 
[0093] Sixth, all of the information users at terminals 
can be Information providers. A user can price his or her 
own information and attach use conditions, and provide 
or sell it across a network. To realize such a system, the 
infringement of the copyright information by a third party 
must be detected and prevented as In the present in- 
vention. Otherwise, the information including copyright 
material will be distributed across the network, which is 
not preferable. 

[0094] : As is described above, according to the 
present Invention, an information set that is to be sup- 
plied to a user is formed of information belonging to 
many copyright holders. The information Is divided into 
multiple regions containing different copyright informa- 
tion and processing, and for each region, a different 
charging process is performed and different use condi- 
tions can be set. Therefore, a charging process that is 
consonant with the use conditions of the user can be 
performed directly for a right holder. 
[0095] An information provider can manage provided 
information. The management of the use conditions, the 
management (prevention or detection) of illegal use, the 
management of the charging, the security of informa- 
tion, etc., are performed relative to the provided infor- 
mation. The Information provider can supply Information 
with 1 assurance. Various service forms that are conso- 
nant 1 with an Information provider and a user can be pro- 
vided, such as the detailed user designation, the inhibi- 
tion or permission of partial copying and printing, the set- 
ting of a fee and a charging method for each region, a 
charging method in accordance with the quality of the 
employed information, information supply by setting an 
available period, and information supply in accordance 
with an employment count. 

[0096] Further, all of the information users can be in- 
formation providers. Various information service proc- 
esses can be performed whereby a user can price his 
or her own information and can attach use conditions 
thereto, and supply or sell It across the network. 
[0097] It should be understood that the foregoing re- 
lates to only preferred embodiments of the present in- 
vention, and that it is intended to cover all changes and 
modifications of the embodiments of the invention here- 
in used for the purpose of the disclosure, which do not 
constitute departures from the scope of the invention; 
as defined in the appended claims. 



Claims 

1 . An information service processor comprising: 



a communication connector (2), connected to 
a network (N), for receiving an information serv- 
ice unit (20) consisting of a main body of infor- 
mation and attached data (20) that are provided 
5 by an information provider; 

a copyright information manager (5), for han- 
dling copyright information included in said at- 
tached data; 

a utilization manager (6), for managing utiliza- 
10 tion of said Information service unit by a user; 

a region manager (4), for managing said main 
body of Information; 

a storage device (7), for storing said attached 
data; 

a file, device (8), for storing at least said main 
body of information of said information service 
unit (20); 

an information utilizer (9), for exercising control 
when providing said maln body of information 
20 to said user; 

a terminal peripheral unit (1 0) as a specific me- 
dium for using said main body of information; 
and 

a controller (3), for controlling all operations of 
25 all components; 

wherein said controller (3) is arranged to con- 
trol said storage device (7) or said file device (8) 
such that said main body of information received 

so from said Information provider is stored only When 
said copyright Information handled by said copy- 
right information manager (5) indicates permission 
of storing said main body of Information, and said 
controller (3) is arranged to control said information 

35 utilizer (9) such that said main body of information 
is used In real time by said user without being stored 
in said storage device (7) or said file device (8) when 
said copyright information indicates prohibition of 
storing said main body of information!. 

40 

2. An Information service processor according to claim 

1, wherein said main body of information consists 
of a multimedia digital information set, and is divid- 
ed into a plurality of information regions (27, 28); 

45 said attached data consists of attribute data 

(21) attached to said main body of information (24) 
and representative of said main body of information, 
a plurality of accompanying data sets (25, 26), re- 
spectively corresponding to said information re- 

so gions, for controlling said information regions as in- 
dividual control units; and a plurality of region data 
sets (30, 31), respectively defining said accompa- 
nying data sets. 

55 3 . An information service processor according to claim 

2, wherein, before said main body of information 
(24) is employed, in order to provide for protection 
of copyrights an rights of said information provider, 
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and for security of information, and to prevent illegal 
use of said Information; an information region (27) 
of said main body of information is accessed in real 
time, and the use of said main body of information 
is managed according to respective accompanying 
data (23). 

An information service processor according to claim 
2 or 3, wherein, for each of said information regions 
(27, 28) of said main body of information (24), mode 
information (43) is included that regulates types of 
use : of said information region; and said controller 
(3) determines, according to said mode Information, 
whether or not information in said information re- 



one of claims 2 to 7, wherein, for each of said infor- 
mation region (27, 28) of said main body of informa- 
tion (24), status information is included that indi- 
cates the status of said information regions (27, 28), 
such as purchased information, copied Information, 
retained information on temporary loan, or original 
information, and wherein, for employment, said in- 



formation regions are managed in accordance with 
said status information. 

9. An information service processor according to any 
s one claims 2 to 8, 

wherejn, for each of said information regions (27, 
28) of said main body of information (24), encryption 
information (48) is provided to specify whether or 
not said information regions should be encrypted 
10 and to set an encryption type and an encryption key, 
and wherein the use of said information regions is 
controlled in accordance with said encryption infor- 
mation. 

10. An information service processor according to any 
one of claims 2 to 9, wherein, for said information 
regions (27, 28) of said main body of information 
(24), abandonment process information (49) is in- 
cluded to specify process methods to be used when 
said information regions are not longer required, 
and wherein, when said information regions are to 
be abandoned, abandonment is controlled accord- 
ing to said abandonment process information. 

11. .An information service processor according to any 
one of claims 2 to 10, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), log information (50) is included to 
designate the requirement/non-requirement of a log 
in which are recorded a user, a provision date, a 
time and a purpose for use, such as merely for ref- 
erence, for playback or for copying, when said in- 
formation regions are used, and wherein, in accord- 
ance with said log information, when a log is estab- 
lished, a said log is so stored that said information 
provider or said user is capable of referring to the 
circumstances during which said information region 
was employed. 

12. An information service processor according to any 
one of claims 2 to 11 , wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), used information notification data 
(51) is included to specify said information provider 
of log information when said information regions are 
provided for said user, and wherein, when notifica- 
tion is instructed by said information notification da- 
ta, said information provider is informed of the cir- 
cumstances concerning the user of the provided in- 
formation. 

13. An information service processor according to any 
one of claims 2 to 12, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), available space information (52) is 
included to specify space where said information re- 
gion is available, and wherein, with said available 
space information, said information regions are 



gions is to be provided for free, or whether or not is 
said information can be employed as an advertise- 
ment for said main body of information (24), such 
as a demonstration, and information is supplied to 
said user In accordance with said mode Information. 
: • >v .- 20 

An information service processor according to claim 
2, 3 or 4, 

wherein* for each of said information regions (27, 
28) of said main body of information (24), copyright 
information (44) is included that specifies the mate- 25 
rial which a copyright is claimed and provides for 
the management of information for said copyright, 
and wherein, with said copyright information, the 
use of each of said information regions Is separately 
controlled. 30 

An information service processor according to any 
one of claims 2 to 5, wherein, for each of said infor- 
mation regions (27, 28) of said main body of infor- 
mation (24), information concerning right of owner- 35 
ship and a right of employment (45) are included for 
control of a transfer of said right of ownership and 
said right of employment, and wherein the use of 
said information regions is controlled in accordance 
with said information concerning said right of own- *o 
ershlp and said right of employment. 

An information service processor according to any 
one of claims 2 to 6, wherein, for each of said infor- 
mation regions (27, 28) of said main body of infor- *s 
mation (24), right of portrait information (46) is in- 
cluded for claiming said right of portrait, and where- 
in the use of said information regions is controlled 
in accordance with said right of portrait. 

50 

An information service processor according to any 
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used only in a specific terminal, device or network, 
or In a specific area. 

14. An Information service processor according to any 
one of claims 2 to 1 3, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), information level data (53) is includ- 
ed to specify an available Information level, and 
wherein, with said information level data, an infor- 
'mation service level, such as an image quality or a 
^sound quality, is specified. 

15. T An information service processor according to any 
: one of claims 2 to 14, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), life span data (54) is included to 
specify a life span for said information region, 
whereby It can be specified that: information is to 
be abandoned after being used once, after being 
used N times, after the elapse of a predetermined 
period of time; or until an instruction is received from 
said information provider, or that information is ef- 
fective Indefinitely: 

16. An information service processor according to any 
one of claims 2 to 15, wherein, for each of said in- 
formation regions (27, 28) of said main body of In- 
formation (24), usage charge data (55) is included 
to specify a method by which to charge for the use 
of said information regions that are employed, and 
wherein, with said usage charge data, a fee, a pay- 

* ment method and a payee are designated to specify 
'a charge unit and a charge method. 

17. An information service processor according to any 
-one of claims 2 to 16, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), user data (56) is included to specify 
a person or persons permitted to use said informa- 
tion region, and wherein, only when said user data 
matches a ID of a user that is Input by another meth- 
od, said information region is permitted to be pro- 
vided for use of said user. 

18. An information service processor according to any 
one of claims 2 to 17, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), use condition data (57) is included 
to specify the conditions that are to be satisfied be- 
fore said information region is provided, and where- 
in, only when the conditions such as a provision da- 
ta, a time and a permitted age, are established by 
said use condition data, said information region can 
be used. 

19. An information service processor according to any 
one of claims 2 to 18, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 



formation (24), copy enable/disable data (58) are 
included to specify whether copying of said informa- 
tion region is permitted or inhibited, and wherein all 
copying Is prohibited for said Information region for 
5, which copying is inhibited. 

20. An Information service processor according to any 
one of claims 2 to 19, wherein, for each of said In- 
formation regions (27, 28) of said main body of In- 
to formation (24), copy condition data (59) Is included 
to specify a permissible range for copying, and 
wherein a copy process is performed within said 
permissible range specified by said condition data. 

is 21. An information service processor according to any 
one of claims 2 to 20, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), data (60) is included that, when in- 
formation in said Information region Is to be copied, 

20 determines whether or not accompanying data In 
said information region is partially changed and 
copied together with said information in said infor- 
mation region, and wherein, when copying is des- 
ignated, status information is changed, and said in- 

25 formation in said information region is copied to- 
gether with accompanying data. 

22. An information service processor according to any 
one of claims 2 to 21 , wherein,.for each of said in- 

30 formation regions (27, 28) of said main body of in- 
formation (24), information type data (61) is includ- 
ed to describe the information types In said informa- 
tion region, and wherein, with said information type 
data, speech information and video information are 

35 identified so as to change processing for said main 
body of information. 

23. An information service processor according to any 
one of claims 2 to 22, wherein, for each of said in- 

40 formation regions (27, 28) of said main body of In- 
formation (24), user authentication data (62) is in- 
cluded to specify whether or not authentication of a 
user is required, and wherein, with said user recog- 
nition data, high security is ensured relative to the 

45 providing of information from said information re- 
gions. 

24. An information service processor according to any 
one of claims 2 to 23, wherein, for each of said in- 

so formation regions (27, 28) of said main body of in- 
formation (24), designation data (63) is included to 
determine whether or not said information region is 
to be transferred to an external network, and where- 
in only an information region for which transfer per- 

55 mission is authorised by said designation data is 
transferred. 

25. An information service processor according to any- 
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one of claims 2 to 24, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), printing data (64) Is Included to de- 
termine whether or not said information In said In- 
formation region is permitted to be printed on a 
sheet of paper, and wherein only information in said 
Information region for which printing is permitted by 
said printing data is printed. 

26. An information service processor according to any 
one of claims 2 to 25, wherein, for each of said in- 

. formation regions (27, 28) of said main body of in- 
formation (24), reprocessing data (65) is included 
to determine whether or not to permit a user to read 
information from said information region and to re- 
process said information for use, and wherein a us- 
er freely reprocesses and recycles information in an 
information region for which reprocessing is permit- 
ted, while reading to perform any process Is Inhib- 
ited relative to an information region for which re- 
processing is not permitted. 

27. An information service processor according to any 
one of claims 2 to 26, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), resale data (66) is included to spec- 
ify whether or not resale of information in said infor- 
mation region is permitted, and wherein, for infor- 
mation in an information region for which resale is 
Inhibited, alteration of accompanying data concern- 
ing the selling of and the charges for information is 
inhibited and the resale activity is eliminated. 

28. An information service processor according to any 
one of claims 2 to 27, wherein, for each of said in- 
formation regions (27, 28) of said main body of in- 
formation (24), alternation prevention data (67) is 
included to prevent alteration of accompanying data 
that is included to prevent alteration of accompany- 
ing data that is used to control said main body of 
information, and wherein, when said main body of 
Information is altered, information for a single infor- 
mation service unit is regarded as invalid and is 
abandoned. 

29. An information service processor according to any 
one of claims 2 to 26, wherein said region data (22) 
includes connection data (35, 36) for said informa- 
tion region (27, 28) by which to specify the order in 
which a series of said information regions are to be 
used, and wherein said region manager and said 
utilisation manager control said information utiliser 
to furnish said information regions in said order that 
is specified. 

30. An information service processor according to any 
one of claims 2 to 29, wherein said attribute data 
(21) includes a plurality of sequence data sets as 



information for specifying a sequence to be em- 
ployed when said information regions are to be pro- 
vided, and. wherein, with said sequence data, a plu- 
rality of Information sets are provided from a single 
s main body of information. 

31; An information service processor according to any 
one of claims 2 to 30, wherein, under the control of 
said utilisation manager (6), said information utiliser 
(9) synthesises information in a plurality of informa- 
tion regions, and transmits the resultant information 
to said terminal peripheral unit (10) in order to si- 
multaneously provide said information for said plu- 
rality of information regions. 

32. An information service processor according to any 
one of clajms 2 to 31 ( wherein, when video informa- 
tion of said main body of information (24) is to be 
used In a mute mode in which sounds are deleted, 
a sound recognition function of said information uti- 
liser (9) converts speech information into character 
information, and superimposes it as characters on 
a part of said video information on a display, so that 
said audio accompanying image can be understood 
in said mute mode. 

33. An information service processor according to any 
one of claims 2 to 32, wherein, part of said accom- 
panying data (23) for each of said information re- 

30 gions (27, 28) that accompany said main body of 
Information (24) is superimposed on one part of a 
screen to display charge data and provision condi- 
tions for a user. 

34.. An information service processor according to any 
one of claims 2 to 33, further comprising a Informa- 
. tion generator (11) that is connected between said 
terminal peripheral unit (1 0) and said fife device (8), 
wherein, for original information with no accompa- 
nying data, said information generator automatical- 
ly generates a frame for an accompanying data row, 
and prepares, for said storage device, an informa- 
tion frame with which a new single information serv- 
ice unit, with accompanying data, can be provided. 

35. An information service processor according to claim 
34, wherein said information generator (11) re- 
ceives from said terminal peripheral unit (1 0) a main 
body of raw information that has no region data and 
no accompanying data, divides said main body into 
a plurality of information regions, generates a frame 
for said region data and said accompanying data 
and adds said frame to said main body of said raw 
information, and transfers the resultant information 
to said file device (8). 
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PatentansprUche 

1 . Informationsdienstprozessor, umfassend; 

elnen Kommunlkationsverblnder (2), der mit ei- 
nem Netz (N) verbunden 1st, zum Empfangen 
eihef Infomnationsdiensteinhelt (20), die aus ei- 
nem Hauptlnf ormationskSrper und angefOgten 
Daten (20) besteht, die von einem Informati- 
onslieferanten geliefert werden; 

elnen Urheberrechtsinforme.tlonsmanager (5) 
fc zum Handhaben von Urheberrechtsinformati- 
on, die in den angefOgten Daten enthaiten 1st; 

elnen Nutzungsverwalter (6) zum Verwalten 
der Nutzung der informationsdiensteinheit von 
einem Benutzen 

elnen Beretehsverwalter (4) zum Verwalten des 
Hauptinformationskdrpers; 

eine Speichereinrichtung (7) zum Speichern 
der angefOgten Daten; 

eine Dateieinrichtung (8) zum Speichern von 
mindestens dem Hauptlnforrnationskdrper der 
Informationsdiensteinheit (20); 

elnen Informationsnutzer (9) zum Ausuben ei- 
ner Steuerung, wenn der Hauptlnformations- 
korper dem Benutzer geliefert wird; 

eine Endgeratperipherieelnheit (10) als ein 
spezifisches Medium zum Verwenden des 
Hauptinformationskorpers; und 

einen Controller (3) zum Steuern aller Arbeits- 
ablaufe aller Komponenten; 

wobel der Controller (3) derart eingerichtet ist, dass 
die Speichereinrichtung (7) Oder die Dateieinrich- 
tung (8) so gesteuert wird, dass der Hauptinforma- 
tionskorper, der von dem Informationslieferanten 
empfangen wird, nur dann gespeichert wird, wenn 
die Urheberrechtsinformation, die von dem Urhe- 
berrechtsinformationsverwalter (5) gehandhabt 
wird, die Ertaubnls angibt, den Hauptinformations- 
korper zu speichern, und der Controller (3) derart 
eingerichtet 1st, dass der informationsnutzer (9) so 
gesteuert wird, dass der Hauptinformationskorper 
von dem Benutzer in Echtzelt verwendet wird, ohne 
dass er in der Speichereinrichtung (7) Oder der Da- 
teieinrichtung (8) gespeichert wird, wenn die Urhe- 
berrechtsinformation ein Verbot angibt, den Haupt- 
lnformationskdrper speichern. 

2. Informattonsdienstprozessor nach Anspruch 1 , wo- 



bel der Hauptinformatlonskdrper aus einem digita- 
len Multimediainformationssatz besteht und in eine 
Vielzahl von informatlonsberelchen (27, 28) unter- 
teilt 1st; 

5 wobei die angefOgten Daten aus Attributdaten (21 ), 
die an den Hauptinformatlonskdrper (24) angefOgt 
sind und den HauptinformationskSrper reprasentie- 
ren, elner Vielzahl von begleltenden Datensfitzen 
(25, 26), die jeweils den Informationsberelchen ent- 

10 sprechen,. zum Steuern der Informatlonsbereiche 
als indivlduelle Steuereinhelten; und einer Vielzahl 
von Berelchsdatensfitzen (30, 31) bestehen, die Je- 
weils die begleitenden Datens§tze definieren. 

is 3. Inf ormationsdienstprozessor nach Anspruch 2, wo- 
bel vor der Nutzung des Hauptinformationskorpers 
(24), urn fur einen Schutz von Urheberrechten und 
Rechten des Informationslieferanten zu sorgen, 
und zur Ihf ormatlohsslcherhelt, und urn eine lllegale 

20 Nutzung der Information zu verhlndem, auf einen 
Informationsbereich (27) des Hauptinformations- 
korpers in Echtzelt zugegriffen wird, und die Ver- 
wendung des Hauptlnformatlonskdrpers gemM 
den jeweiligen begleitenden Daten (23) verwaltet 

25 wird. 

4. Inf ormationsdienstprozessor nach Anspruch 2 oder 
3, wobel fOrJeden der Informatlonsbereiche (27, 28) 
des Hauptinformationskorpers (24) Modusinforma- 

30 tion (43) eingeschlossen ist, die Arten der Verwen- 
dung des Informationsberelches regelt, und der 
Controller (3) gemaB der Modusinformation be- 
stimmt, ob Information in den Informatlonsberei- 
chen umsonst geliefert wird oder nicht, oder ob die 

35 information als eine Werbeanzeige.fur den Haupt- 
informationskorper (24), wie beisplelsweise eine 
Demonstration, angewandt werden kann oder 
nicht, und Information dem Benutzer gem&B der 
Modusinformation geliefert wird. 

40 

5. Informationsdienstprozessor nach Anspruch 2, 3 
oder 4, wobei fur jeden der Informatlonsbereiche 
(27, 28) des Hauptinformationskfirpers (24) Urhe- 
berrechtsinformation (44) eingeschlossen 1st, die 

45 das Material spezifiztert, fOr das ein Urheberrecht 
beansprucht wird, und fur die Informatiohsverwal- 
tung fOr das Urheberrecht sorgt, und wobei mit der 
Urheberrechtsinformation die Verwendung der In- 
formationsbereiche separat gesteuert wird. 

50 

6. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 5, 

wobei fur jeden der Informatlonsbereiche (27, 28) 
des Hauptinformationskorpers (24) Information, die 
55 ein Eigentumsrecht und ein Nutzungsrecht (45) be- 
trifft, zur Steuerung einer Ubertragung des Eigen- 
tumsrechts und des Nutzungsrechts eingeschlos- 
sen ist, und wobel die Verwendung der Informati- 
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onsberelche gemfiS der Information, die das Eigen- 
tumsrecht und das Nutzungsrecht betrifft, gesteuert 
wird. 

7. Informationsdienstprozessor nach einem der An- s 
spruche 2 bis 6, 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskdrpers (24) Information 
Qber das Recht am eigenen Bild (46) eingeschlos- 
sen ist, urn das Recht am eigenen Bild zu beanspru- 10 
chen, und wobei die Verwendung der Informations- 
bereiche gemaB dem Recht am eigenen Bild ge- 
steuert wird. 

8. Informationsdienstprozessor nach einem der An- is 
spruche 2 bis 7, 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskdrpers (24) Statusinforma- 
tion eingeschlossen 1st, die den Status der Informa- 
tionsbereiche (27, 28) angibt, wie belspielsweise 20 
gekaufte Information, kopierte Information, gehalte- 
ne Information auf der Grundlage zeitweiliger Leih- 
gabe, oder ursprQngliche Information, und wobei 
zur Nutzung die Informationsbereiche gemaB der 
Statusinformation verwaltet warden. 25 

9. Infonnatlonsdienstprozessor nach einem der An- 
spruche 2 bis 8, 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskdrpers (24) Verschlusse- so 
lungslnformation (48) vorgesehen ist, urn zu spezi- 
fizieren, ob die Informationsbereiche verschlusselt 
werden sollten Oder nicht, und um einen Verschlus- 
selungstyp und einen Verschlusselungsschlusset 
festzu)egen t und wobei die Verwendung der Infor- 35 
mationsbereiche gemS3 der Verschlusselungsln- 
formation gesteuert wird. 

10. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 9, 40 
wobei fur die Informationsbereiche (27, 28) des 
Hauptinformationskdrpers (24) Aufgabeverarbei- 
tungsinformation (49) eingeschlossen ist, um Ver- 
arbeitungsverfahren zu spezifizieren, die verwen- 
det werden soli, wenn. die Informationsbereiche 45. 
nicht langer erforderlich sind, und wobei, wenn die 
Informationsbereiche aufgegeben werden soilen, 

die Aufgabe gemaB der Aufgabeverarbeitungsin- 
formation gesteuert wird. 

50 

11. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 1 0, 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskdrpers (24) Protokol (infor- 
mation (50) eingeschlossen ist, um das.Erfprdernis/ 55 
Nichterfordemis eines Protokolls zu bestimmen, in 
dem ein Benutzer, ein Bereitsteilungsdatum, eine 
Zeit und ein Zweck zur Verwendung, wie beispiels- 



wetse lediglich zum Verweis, zur Wiedergabe oder 
zum Kopieren, aufgezeichnet ist, wenn die Informa- 
tionsbereiche verwendet werden, und wobei ge- 
mfiB der Protokolllnformatlon, wenn ein Protokoll 
hergestellt 1st, das Protokoll so gespelchert ist, dass 
der Informationslieferant oder der Benutzer in der 
Lage ist, Bezug auf die Umstfinde zu nehmen, unter 
denen der Informationsbereich genutzt wurde. 

12. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 11, . 

wobei fur jeden der informationsbereiche (27, 28) 
des Hauptinformationskdrpers (24) Bekanntma- 
chungsdaten fur genutzte Information (51) elnge- 
. schlossen sind, um den Inf ormatipnslleferanten von 
Protokollinformation zu spezifizieren, wenn die in- 
formationsbereiche fur den Benutzer bereltgestellt 
werden, und wobei, wenn eine Bekanntmachung 
von. den Informatipnsbekanntmachungsdaten an- 
gewiesen wird, der Informationslieferant Ober die 
Umstande, die den Benutzer der gelieferten Infor- 
mation betreffen, infprmiert wird. 

13. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 1 2, 

wobelfur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskdrpers (24) Information 
Ober verfugbaren Raum (52) eingeschlossen ist, 
um Raum zu spezifizieren, in dem der Informations- 
bereich verfugbar ist, und wobei mit der Information 
Qber verfOgbaren Raum die Informationsbereiche 
nur in einem spezifischen Endgerat, einer spezifi- 
schen Einrlchtung oder einem spezifischen Netz 
oder in einem spezifischen Gebiet verwendet wer- 
den. 

14. Informationsdienstprozessor nach , einem der An- 
spruche 2 bis 13, 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskdrpers (24) Infprmatlonsni- 
veaudaten (53) eingeschlossen sind, um ein ver- 
fugbares Info rmationsniveau zu spezifizieren, und 
wobei mit den Informationsniveaudaten ein Infor- 
mationsdienstniveau, wie belspielsweise eine Bild- 
qualitat oder eine Tpnqualltat, spezlfiziert ist. 

15. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 14, 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskdrpers (24) Lebensdauer- 
daten (54) eingeschlossen sind, um eine Lebens- 
dauerfurden Informationsbereich zu spezifizieren, 
wodurch spezifiziert werden kann, dass: Informati- 
on aufzugeben ist t nachdem sie einmal benutzt 
worden ist, nachdem sie N Male benutzt worden ist, 
nach dem Verstreichen einer vorbestimmten Zeit- 
dauer oder bis eine Anweisung von dem Informati- 
onslieferanten empfangen worden ist, oder dass In- 
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formation effektiv unendlich ist. 

16. Informationsdienstprozessor nach einem der An- 
sprQche 2 bis 1 5, 

wobei furjeden der Informationsbereiche (27, 28) 
des Hauptinformationskorpers (24) Rechnungsstel- 
lungdaten fOr die Verwendung (55) eingeschlossen 
sind, urn ein Verfahren zu spezlfizleren, durch das 
~ die Verwendung der Informationsbereiche, die an- 
gewandt werden, in Rechnung gestellt werden, und 
wobei mit den Rechnungssteliungdaten fur die Ver- 
wendung eine GebOhr, eln Zahlungsverfahren und 
ein Zahlungsempf finger bestimmt werden, um eine 
Rechnungsstellungseinheit und ein Rechnungs- 
stellungsverfahren zu spezifizieren. 

17. Informationsdienstprozessor nach einem der An- 
sprGche2bis 16, 

wobel fOr jeden der informationsbereiche (27, 28) 
des HauptinformationskSrpers (24) Benutzerdaten 
(56) eingeschlossen sind, um eine Person oder 
Persorien zu spezifizieren, deneh es erlaubt 1st, den 
Informationsbereich zu verwenden, und wobei nur 
dann, wenn die Benutzerdaten zu einer ID elnes 
Benutzers, die durch ein anderes Verfahren einge- 
geben wird, passen, erlaubt wird, dass der Informa- 
tlonsbereich fur die Verwendung von dem Benutzer 
bereitgestellt wird. 

18. Informationsdienstprozessor nach einem der An- 
sprGche 2 bis 17, * 

wobei fur jeden der Informationsbereiche (27, 28) 
Ses HauptinformationskSrpers (24) Nutzungsbe- 
dingungsdaten (57) eingeschlossen sind, um die 
6edingungen zu spezifizieren, die erfullt sein mus- 
sen, bevor der Informationsbereich bereitgestellt 
wird, und wobei nur dann, wenn die Bedingungen, 
wie belspielsweise Bereitstellungsdaten, eine Zeit 
und ein zugelassenes Alter, durch die Nutzungsbe- 
dingungsdaten erfullt sind, der Informationsbereich 
erfOllt werden kann. 

19. Informationsdienstprozessor nach einem der An- 
sprGche 2 bis 18, 

wobei fur Jeden der Informationsbereiche (27, 28) 
des Hauptinformationskorpers (24) Freigabe/ 
' Sperr-Daten fur das Kopieren (58) eingeschlossen 
sind, um zu spezifizieren, ob das Kopieren des In- 
formatlonsbereichs erlaubt oder gesperrt ist, und 
wobel ailes Kopieren fOr den Informationsbereich 
untersagt ist, fur den ein Kopieren gesperrt ist. 

20. Informationsdienstprozessor nach einem der An- 
sprQche 2 bis 19, 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskorpers (24) Kopierbedin- 
gungsdaten (59) eingeschlossen sind, um einen zu- 
lassigen Bereich zum Kopieren zu spezifizieren, 



und wobei ein Kopierprozess innerhalb des zulas- 
sigen Bereiches, der durch die Bedingungsdaten 
spezifiziert 1st, durchgefuhrt wird, 

s 21. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 20, 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptlnformationskdrpers (24) Daten (60) ein- 
geschlossen sind, die, wenn Information in dem In- 
fo formationsbereich kopiert werden soil, bestimmen, 
ob begleitende Daten In dem Informationsbereich 
teitweise geandert und zusammen mit der Informa- 
tion in dem Informationsbereich kopiert werden 
oder nicht, und wobel, wenn das Kopieren bestimmt 
15 wird, Statuslnformatlon geandert wird, und die In- 
formation In dem I nfonnationsbereich zusammen 
mit begleitenden Daten kopiert.wird. v 

22. Informationsdienstprozessor nach einem der An- 

20 spriiche 2 bis 21 , 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskorpers (24) Informations- 
typdaten (61) eingeschlossen sind, um die Informa- 
tionstypen in dem Informationsbereich zu beschrei- 

25 ben, und wobel mit den Ihformationstypdaten Spra- 
chinf ormation und Videoinformation identffiziert 
werden, um eine Verarbeitung fOr den Hauptinfor- 
rnationskonperzu andem. 

30 23. Informationsdienstprozessor nach einem der Ah- 
sprOche 2 bis 22, 

wobei fur Jeden der informationsbereiche (27, 28) 
des Hauptinformationskorpers (24) Benutzerbe- 
giaubigungsdaten (62) eingeschlossen sind, um zu 
35 spezifizieren, ob eine Beglaubigung eihes Benut- 
zers erforderlich ist oder nicht, und wobei mit den 
Benutzererkennungsdaten eine hohe SIcherheit in 
Bezug auf die Lieferung von Information yon den 
Informationsbereichen sichergesteilt Ist. 

40 

24. Informationsdienstprozessor nach einem der An- 
spriiche 2 bis 23, 

wobei fur Jeden der Informationsbereiche (27, 28) 
des Hauptinformationskdrpers (24) Bestimmungs- 

45 daten (63) eingeschlossen sind, um zu bestimmen, 
ob der Informationsbereich zu einem externen Netz 
ubertragen werden soli oder nicht, und wobei nur 
ein Informationsbereich,. fur den eine Obertra- 
gungserlaubnis durch die Bestimmungsdaten auto- 

so risiert ist, ubertragen wird. 

25. Informationsdienstprozessor nach einem, der An- 
spruche 2 bis 24, 

wobei furjeden der Informationsbereiche (27, 28) 
55 des Hauptinformationskorpers (24) Druckdaten 
(64) eingeschlossen sind, um zu bestimmen, ob es 
erlaubt ist, die Information in dem informationsbe- 
reich auf ein Blatt Papier zu drucken, oder nicht, und 
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wobel nur Information in dem Informatlonsbereich, 
fur die ein Drucken durch die Druckdaten eriaubt 
ist, gedruckt wird. 

26. Informationsdlenstprozessor nach einem der An- 
spruche 2 bis 25, 

wobel fur jeden der Informationsbereiche (27, 28) 
des Hauptlnformationsk6rpers (24) Daten fur die 
nochmalige Verarbeitung (65) elngesehlossen sind, 
urn zu bestimmen, ob es einem Benutzer eriaubt 
ist, Information aus dem informationsbereich zu le- 
sen und die Information zur Verwendung nochmals 
zu verarbeiten, Oder nicht, und wobei ein Benutzer 
Information in einem informationsbereich, fur den 
eine nochmalige Verarbeitung eriaubt ist, frei noch 
mal verarbeitet und zuruckgewinnt, wahrend ein 
Lesen, urn irgendeinen Prozess durchzufuhren, in 
Bezug auf einen Informationsbereich gesperrt ist, 
fur den eine nochmalige Verarbeitung nicht eriaubt 
ist 

27. Informationsdlenstprozessor nach einem der An- 
spruche 2 bis 26i 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinfbrmationskdrpers (24) Wiederver- 
kaufsdaten (66) elngesehlossen sind, urn zu spezl- 
fizieren, ob ein Wiederverkauf von Information in 
dem Informationsbereich eriaubt ist Oder nicht, und 
wobei fur Information in einem Informationsbereich, 
fur den ein Wiederverkauf gesperrt ist, eine Ande- 
rung von begleitenden Daten, die das Verkaufen 
und die Rechnungsstellungen fur Information be- 
treffen, gesperrt ist und die Wiederverkaufsaktivitat 
beseitigt ist 

28. Informationsdienstprozessor nach einem der An- 
sprtiche 2 bis 27, 

wobei fur jeden der Informationsbereiche (27, 28) 
des Hauptinformationskorpers (24) Anderungs- 
schutzdaten (67) eingeschlossen sind, um eine An- 
derung von begleitenden Daten zu verhindern, die 
eingeschlossen sind, um eine Anderung von beglei- 
tenden Daten zu verhindern, die dazu verwendet 
werden, den Hauptinformationskorper zu steuern, 
und wobel, wenn der Hauptinformationskorper ge- 
andert wird, Information fur eine einzige Informati- 
onsdiensteinheit ais ungultig angesehen wird und 
aufgegeben wird. 

29. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 28, 

wobel die Bereichsdaten (22) Verbindungsdaten 
(35, 36) fur den informationsbereich (27, 28) um- 
fassen, durch die die Reihenfolge spezifiziert wer- 
den sollen, in der eine Reihe von den Informations- 
bereichen verwendet werden soil, und wobei der 
Bereichsverwalter und der Nutzungsverwalter den 
I nformationsnutzer steuern, um die Informationsbe- 



reiche in der spezifizierten Reihenfolge bereitzu- 
stellen, 

30. Informationsdienstprozessor nach einem der An- 

5 spruche 2 bis 29, 

wobei die Attributdaten (21 ) . eine Vielzahl von Ab- 
folgedatensatzen a Is Information zum Spezifizieren 
einer anzuwendenden Abfolge umfassen, wenn die 
Informationsbereiche bereitgestellt werden sollen, 

10 und > , 

wobei mit den Abfolgedaten eine Vielzahl von Infor- 
matlonssatzen von einem einzigen Hauptinformati- 
onskorper geliefert wird. 

^ 31. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 30, 

wobei unterder Steuerung des Nutzungsverwalters 
(6) der I nformationsnutzer (9); Information in einer 
Vielzahl von Informationsbereichen . synthetisiert 
so U nd die resultierende Informationtzur^ Endgerfitpe- 
. ripherieeinheit (10) ubertragt, um gleichzeitig die In- 
formation fur die Vielzahl von Informationsberei- 
chen. bereltzustellen: 

25 32; Informationsdienstprozessor; nach einem der An- 
spruche 2 bis 31, 

wobei, wenn Videolnformation vondem Hauptinfor- 
mationskorper (24) in einem Stummschattungsmo- 
dus, bei dem Tone geloscht sind, verwendet wer- 

so den soli, eine Tonerkennungsfunktion des Informa- 
tionsnutzere (9) Sprach Information. in Zelcheninfor- 
mation umwandeit und diese als Zeichen einem Teil 
der Videoinformation an einer Anzeige uberlagert, 
so dass das Audiobegleitbild in dem Stummschal- 

3s tungsmodus yerstanden werden kann, ; 

33. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 32, 

wobei einTeil der begleitenden Daten (23) fur jeden 
40 der Informationsbereiche (27, 28), die den Haupt- 
informationskorper (24) beglelten, einem Teil elnes 
Bildschirms uberiagert ist, um die Rechnuhgsstel- 
lungsdaten und Bereitsteilungsbedlngungen fur ei- 
nen Benutzer anzuzeigen, 

45 

34. Informationsdienstprozessor nach einem der An- 
spruche 2 bis 33, der femer einen Informationsge- 
nerator (11) umfasst, der zwischen die Endgeratpe- 
ripherieeinheit (10) und die Dateieinrichtung (8) ge- 

so schaltet ist, wobei fur ursprungliche Information 
ohne begleitende Daten der Informationsgeherator 
automatisch einen Rahmen fur eine Reihe von be- 
gleitenden Daten erzeugt und fur die Speicherein- 
richtung einen Informationsrahmen vorbereitet, mit 
dem eine neue einzelne Informationsdiensteinheit 
mit begleitenden Daten bereitgestellt werden karin. 

35. Informationsdienstprozessor nach Anspruch 34, 
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wobel der Informatlonsgenerator (11) von der End- 
geratperiprierieelnheit (10) elnen Hauptrohlnforma- 
tlonskorperempfangt, der keine Bereichsdaten und 
kelne begleltenden Daten aufwelst, den Hauptkdr- 
pef in eirie Vielzahl von Informationsbereichen teilt, 
einen Rahnien fQr die Bereichsdaten und die be- 
gleftenden Daten erzeugt und deri RaHrnen dem 
HauptrohinformatlonskOrper hlnzufGgt, und die re- 
sultierende Information zur Dateieinrichtung (8) 
tibertragt. 



Revindications 

1 . Processeur de service d'informations comprenant : 

. un connecteur de communications (2) relie a un 
reseau (N) destine a recevoir une unite de ser- 
vice d'informatiohs (20) constitute d'un corps 
principal d'informations et de donnees ratta- 
chees (20) qui sontfoumies par un fournisseur 
d'informations, 

un gestionnaire d'informations de copyright (5) 
destihe a gerer des informations de copyright 
incluses dans lesdites donnees rattachees, 
un gestionnaire d'utillsation (6) destine a gerer 
une utilisation de ladite unite de service d'infor- 
mations par uh usager, 

un gestionnaire de region (4); destin6 a gerer 
ledit corps principal d'informations, 
un dispositif de memorisation (7), destine a me- 
mo riser lesdites donnees rattachees, 
" v un dispositif de fichier (8), destin6 a memoriser 
au moins iedit corps principal d'informations de 
ladite unite de service d'informations (20), 
un utilisateur d'informations (9), destine a exer- 
cer une commande lors de la fourniture dudit 
corps principal d'informations audit usager, 
une unite peripherique terminale (10) en tant 
que support specif ique destine a utiliser ledit 
corps principal d'informations, et 
un contrdleur (3), destine a commander toutes 
tes operations de tous les composants, 

dans lequel ledit contr6leur (3) est agence 
pour commander iedit dispositif de memorisation 
(7) ou ledit dispositif de fichier (8) de sorte que ledit 
corps principal d'informations recu duditfournisseur 
d'informations soit memorise uniquement lorsque 
lesdites informations de copyright gerees par ledit 
gestionnaire d'informations de copyright (5) indi- 
quent une autorisation pour memoriser ledit corps 
principal d'informations, et ledit contrSleur (3) est 
agence pour commander ledit utilisateur d'informa- 
tions (9) de sorte que ledit corps principal d'infor- 
mations soit utilise en temps reel par ledit usager 
sans etre memorise dans ledit dispositif de memo- 
risation (7) ou ledit dispositif de fichier (8) lorsque 



lesdites Informations de copyright indiquent une in- 
terdiction de memoriser ledit corps principal d'infor- 
mations. 

s 2. Processeur de service d'informations selon la re- 
vendication 1 , dans lequel ledit corps principal d'in- 
formations est constitue d'un ensemble d'informa- 
tions numeriques multimedia, et est dfvlse en une 
plurallte de regions d'informations (27, 28), 
10 lesdites donnees rattachees sont constitutes 

de donnees d'attribut (21) rattachees audit corps 
principal d'informations (24) et representatives du- 
dit corps principal d'informations, une pluratite d'en- 
sembles de donnees associes (25, 26) correspon- 
ds dant respectivement auxdites regions d'informa- 
tions, afin de commander lesdites regions d'infor- 
mations comme des unites de commande indivi- 
duelles, et une plural it e d'ensembtes de donnees 
de r6gion (30, 31) defihlssarit respectivement les- 
20 d its ensembles de donnees associes. 

3. Processeur de service d'informations selon la re- 
vendication 2, dans lequel, avant que ledit corps 
principal d'informations (24) soit employe, de ma- 

25 niere a permettre une protection des copyrights et 
des droits dudit fournisseur d'informations, et pour 
la security des Informations, et afiri d'empecher une 
utilisation illegale desdites informations, on accede 
a une region d'informations (27) dudit corps princi- 

30 pal d'informations en temps reel, et ('utilisation dudit 
corps principal d'informations est geree conforme- 
ment aux donnees associees respectives (23). 

4. Processeur de service d'informations selon la re- 
35 vendication 2 ou 3, dans lequel, pour chacune des- 
dites regions d'informations (27, 28) dudit corps 
principal d'informations (24), des informations de 
mode (43) sont incluses, lesquelles reglementent 
les types d'utilisation de ladite region d'informa- 

40 tions, et ledit contrfileur (3) determine, conforme- 
ment auxdites informations de mode, si des infor- 
mations dans lesdites regions d'informations doi- 
veht etre fournies gratuitement ou non, ou si lesdi- 
tes informations peuvent etre ou rion employees 

45 comme publicity pour ledit corps principal d'infor- 
mations (24), par exemple en tant que demonstra- 
tion, et des informations sont fournies audit usager 
conformement auxdites informations de mode. 

so 5. Processeur de service d'informations selon la re- 
vendication 2, 3 ou 4, dans lequel, pour chacune 
desdites regions d'informations (27, 28) dudit corps 
principal d'informations (24), des informations de 
copyright (44) sont incluses, lesquelles specif ient le 

55 materiau pour lequel un copyright est revendique et 
permettent la gestion des Informations pour ledit co- 
pyright, et dans lequel, avec lesdites informations 
de copyright, I'utilisation de chacune desdites re- 
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glons ^Informations est commande*e s£parement. 



informations de traitement d'abandon. 
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6. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 5, dans tequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal tfinfomnations (24), des in- 
formations concernant le droit de propri6te et un 
droit d'emplol (45) sont incluses en vue de la com- 
mande d'un transfer dudit droit de propriety et dudit 
droit d'emploi, et dans lequel ('utilisation desdites 
regions d'informations est commandee conforme- 

. ment auxdites informations concernant ledit droit de 
propriete et ledit droit d'emploi. 

7. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 6, dans lequel, 
pour chacune desdites regions ^'informations (27, 
28) dudit corps principal d'informations (24), un droit 
d'informations de portrait (46) est Indus pour reven- 
diquer ledit droit de portrait, et dans lequel Putilisa- 
tion desdites regions d'informations est comman- 
ded conformement audit droit de portrait. 

8. Processeur de service d'informations selon I'une 
quelconque des revendications 2 6 7, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des in- 
formations de statut sontinciuses, lesquelies indi- 
quent le statut desdites regions d'informations (27, 
28), tel que des informations achetees, des infor- 
mations copiees, des informations conserv6es sur 
un pret temporaire, ou des informations originates, 
et dans lequel, pour I'emploi, lesdites regions d'in- 
formations sont g£r£es conformement auxdites in- 
formations de statut. 

9. Processeur de service d'informations selon Tune 
quelconque des revendications 2 a 8, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des in- 
formations de cryptage (48) sont prevues pour spe- 
cifier si lesdites regions d'informations devraient 
etre cryptees ou non, et pour etablir un type de cryp- 
tage et une c!6 de cryptage, et dans lequel Tutilisa- 
tion desdites regions d'informations est comman- 
dee conformement auxdites informations de cryp- 
tage. 

10. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 9, dans lequel, 
pour lesdites regions d'informations (27, 28) dudit 

. corps principal d'informations (24), des informa- 
tions de traitement d'abandon (49) sont incluses 
pour specifier des precedes de traitement a utiliser 
lorsque lesdites regions d'informations ne sont plus 
necessaires, et dans lequel, lorsque lesdites re- 
gions d'informations doivent etre abandonnees, 
('abandon est command^ conformement auxdites 



11. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 1 0, dans lequel, 

5 , pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des in- 
formations de journalisation (50) sont incluses pour 
designer rexlgence/non-exigence d'une Journalisa- 
tion dans laquelle sont enregistres un usager, une 

10 date de fourniture, une heure et un but d'utilisation, 
tel que simplement a titre de reference, en vue 
d'une restitution ou en vue d'une copie, lorsque les- 
dites regions d'informations sont utilisees, et dans 
lequel, conformement auxdites informations de 

is journalisation, iorsqu'une journalisation est etablie, 
une dite journalisation est memorised de man i ere a 
ce que ledit f ournisseur d'informations ou ledit utili- 
sateur soit capable de se referer aux circonstances 
durant lesquelies la dite region d'informations a ete 

20 employee. 

12. Processeur de service d'informations selon Tune 
quelconque des revendications 2 611, dans lequel, 
pour chacune desdites regions d'informations (27, 

25 28) dudit corps principal d'informations (24), des 
donnees de notification d'informations utilisees (51 ) 
sont incluses pour specifier audit foumisseur d'in- 
formations des informations de journalisation lors- 
que lesdites regions d'informations sont fournies 

30 pour ledit usager, et dans lequel, Iorsqu'une notifi- 
cation est prdonnee par lesdites donnees de notifi- 
cation d'informations, ledit fpurnisseur d'informa- 
tions est inform 6 des circonstances concernant 
I'usager des informations fournies. 

35 

13. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 12, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des in- 

^0 formations d'espace disponibles (52) sont incluses 
pour specifier un espace ou ladite region d'informa- 
tions est disponible, et dans lequel, avec lesdites 
informations d'espace disponibles, lesdites regions 
d'informations sont utilisees uniquement dans un 

45 terminal, un dispositlf ou un reseau specifique, ou 
dans une zone specifique. 

14. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 13, dans lequel, 

50 pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des 
donnees de niveau d'informations (53) sont inclu- 
ses pour specifier un niveau d'informations dispo- 
nible, et dans lequel avec lesdites donnees de ni- 

55 veau d'informations, un niveau de service d'infor- 
mations, tel qu'une qua lite d'image ou une qualite 
de son est specific. 
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15. Processeur de service d'informations selon Tune 
quelconque des revendications 2 a 1 4, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudlt corps principal d'informations (24), des 
donnees de duree de vie (54) sont incluses pour 
specifier une duree de vie pour ladite region d'infor- 
mations, grace a quoi il peut etre specifier que : des 
informations dolvent etre abandonnees apres avoir 
ete utilisees une seule fols, apres avoir ete utilisees 
N fois, apres I'ecoulement cTun Intervalle de temps 
predetermine, ou Jusqu'a ce qu'une instruction soit 
segue dudit foumlsseur d'informations, ou que des 
■informations sont effectives indefiniment. 

16. Processeur de service d'informations selon Tune 
quelconque des revendications 2 a 15, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24) des 
donnees de taxation d'utilisation (55) sont incluses 
pour specifier un procede grace auquel on taxe futi- 
lisation desdites regions d'informations qui sont em- 
ployees, etdahs lequel, avec lesdites donnees de 
taxation d'utilisation, une redevance, un procede de 
paiement et un beneficiairesont designes pourspe- 
cifier une unite de taxation et un procede de taxa- 
tion. 

17. Processeur de service d'informations selon Tune 
quelconque des revendications 2 a 1 6, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), les 
jdonnees d'usager (56) sont incluses pour specifier 
Ajne personne ou des person nes autorisees a utili- 
zer ladite region d'informations, et dans lequel, uni- 
quement lorsque lesdites donnees de I'usager cor- 
respondent a un identificateur d'un usager qui est 
applique en entree par un autre procede, ladite re- 
gion d'informations est autorisee a etre fournie en 
vue d'une utilisation par ledit usager. 

18. Processeur de service d'informations selon Tune 
quelconque des revendications 2 a 1 7, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des 
donnees de condition d'utilisation (57) sont incluses 
pour specifier ies conditions qui dolvent etre satis- 
faites avant que ladite region d'informations soit 
fournie, et dans lequel, uniquement lorsque ies con- 
ditions telles que des donnees de fourniture, une 
heure et un age autorise, sont etablies par lesdites 
donnees de condition d'utilisation, ladite region d'in- 
formations peut etre utilisee. 

19. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 1 8, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des 
donnees de validation/invalidation de copie (58) 



sont incluses pour specifier si la copie de ladite re- 
gion d'informations est autorisee ou interdite, et 
dans lequel toute copie est interdite pour ladite re- 
gion d'informations pour laquelie la copie est inter- 
5 dite. 

20. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 1 9, dans lequel, 
pour chacune desdites regions d'informations (27, 

10 28) dudit corps principal d'informations (24), des 
donnees de condition de copie (59) sont incluses 
pour specifier une plage admissible pour la copie, 
et dans lequel un traitement de copie est execute a 
I'interieur de ladite plage admissible specified par 

is lesdites donnees de condition. 

21. Processeur de service d'informations selon Tune 
quelconque des revendications 2 a 20, dans lequel, 
pour chacune desdites regions d'informations (27, 

20 28) dudit corps principal d'informations (24), des 
donnees (60) sont incluses, lesquelles determinent, 
lorsque des Informations de ladite region d'informa- 
tions dolvent etre copiees, si des donnees asso- 
ciees dans ladite region d'informations sont ou non 

25 partiellementmodifiees et copiees en meme temps 
que lesdites informations dans ladite region d'infor- 
mations, et dans lequel, lorsqu'une copie est desi- 
gnee, des informations de statut sont modifiees, et 
lesdites Informations dans ladite region d'informa- 

so tions sont copiees en meme temps que lesdites 
donnees associees. 

22. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 21 , dans lequel, 

35 pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des 
donnees de type d'informations (61) sont incluses 
pour decrire Ies types d'informations de ladite re- 
gion d'informations, et dans lequel, avec lesdites 

40 donnees de type d'informations, des informations 
vocales et des informations video sont identifiees 
de facon a modifier le traitement pour ledit corps 
principal d'informations. 

45 23. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 22, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des 
donnees d'authentification d'usager (62) sont inclu- 

so ses pour specifier si une authentication d'un usa- 
ger est ou non requlse, et dans lequel, avec lesdites 
donnees de reconnaissance d'usager, une haute 
securite est assuree relativement a la fourniture des 
informations depuis lesdites regions d'informations. 

55 

24. Processeur de service d'informations selon I'une 
quelconque des revendications 2 a 23, dans lequel, 
pour chacune desdites regions d'informations (27, 
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28) dudit corps principal d'lnformations (24), des 
donnees de designation (63) sont incluses pour de- 
terminer si ladite region d'informations doit etre 
transferee ou non vers un reseau exteme, et dans 
lequel seule une region d'informations pour laquelle s 
une autorisation de transfert est autorisee par les- 
dites donnees de designation est transferee. 

25. Processeur de service d'informations seion Tune 
quelconque des revendications 2 a 24, dans lequel, 10 
pour chacune desdites regions d'informations (27, 

: 28) dudit corps principal d'informations (24), des 
donnees d'impression (64) sont incluses pour de- 
terminer si lesdites informations dans ladite region 
d'informations sont ou non autorisees k etre impri- is 
mees sur une feuille de papier, et dans lequel seu- 
les des informations de ladite region d'informations 

' pour lesquelles une impression est autorisee par 
lesdites donnees d'impression sont imprimees, 

• 20 

26. Processeur de service d'informations selon Tune 
quelconque des revendications 2 & 25, dans lequel, 
pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des 
donnees de retraltement (65) sont incluses pour de- 2s 
terminer s'll est permts ou non a un usagerde lire 
des informations a partir de ladite region d'informa- 
tions et de retraiter lesdites informations en vue 
d'une utilisation, et dans lequel un usager retraite 
iibrement et recycle des informations dans une re- so 
gion d'informations pour lesquelles un retraitement 

est autorise, alors que la lecture pour executer un 
traitement quelconque est interdite relativement k 
une region d'informations pour laquelle un retraite- 
ment n'est pas autorise. 35 

27. Processeur de service d'informations selon Tune 
quelconque des revendications 2 k 26, dans lequel, 

■= pour chacune desdites regions d'informations (27, 
28) dudit corps principal d'informations (24), des *o 
donnees de revente (66) sont incluses pour speci- 
fier si la revente d'informations dans tadite region 
d'informations est ou non autorisee, et dans lequel, 
pour des informations dans une region d'informa- 
tlons pour lesquelles une revente est interdite, I'al- <$ 
teratlon des donnees associees concemant la ven- 
te et les taxations pour les informations est interdite 
et Cacti vite de revente est eliminee, 

28. Processeur de service d'informations selon Tune so 
quelconque des revendications 2 &27, dans lequel, 
pour chacune desdites regions d'informations (27, 

28) dudit corps principal d'informations (24), des 
donnees d'empechement d'alteration (67) sont in- 
cluses pour empecher une alteration des donnees ss 
associees qui sont incluses afin d'empecher reite- 
ration des donnees associees qui sont utitisees 
pour commander ledit corps principal d'informa- 



tions, et dans lequel, lorsque ledit corps principal 
d'informations est altere, des informations pour une 
unite de service d'informations unique sont const- 
derees comme etant invalides et sont abandon- 
nees. 

29. Processeur de service ^informations selon I'une 
quelconque des revendications 2 k 28, dans lequel 
lesdites donnees de region (22) comprennent des 
donnees de liaison (35, 36) pour ladite region d'in- 
formations (27, 28) grace auxquelles on specifie 
I'ordre selon lequel une serie desdites regions d'in- 
formations doit etre utilisee, et dans lequel ledit ges- 
tionnaire de regions et ledit gestionnaire d'utilisa- 
tion commandent ledit utilisateur d'informations 
pour foumir lesdites regions d'informations dans le- 
dit ordre qui est specifie. 

30. Processeur de service d'informations selon Tune 
quelconque des revendications 2 6 29, dans lequel 
lesdites donnees d'attribut (21) comprennent une 
pluralite d'ensembles de donnees de sequence en 
tant qu'informations destlnees k specifier une se- 
quence k employer lorsque lesdites regions d'infor- 
mations doivent etre fournies, et dans lequel, avec 
lesdites donnees de sequence, une pluralite d'en- 
sembles d'informations est fournie k partir d'un seul 
corps principal d'informations. 

31. Processeur de service d'informations selon I'une 
quelconque des revendications 2 k 30, dans lequel, 
sous la commande dudit gestionnaire d'utilisation 
(6), ledit utilisateur d'informations (9) synthetise des 
informations dans une pluralite de regions ^'infor- 
mations, et transmet les informations resultantes k 
ladite unite peripherique terminale (10) de maniere 
k fournir simultanement lesdites Informations k la- 
dite pluralite de regions d'informations. 

32. Processeur de service d'informations selon Tune 
quelconque des revendications 2 631 , dans lequel, 
lorsque des informations video dudit corps principal 
d'informations (24) doivent etre utilisees dans un 
mode silencieux dans, lequel des sons sont supp ri- 
mes, une fonction de reconnaissance de son dudit 
utilisateur d'informations (9) convertit des informa- 
tions v oca les en des informations de caracteres, et 
les superpose sous forme de caracteres sur une 
partie desdites informations video sur un affichage, 
de sorte que ladite image audio associee puisse 
etre comprise dans ledit mode silencieux. 

33. Processeur de service d'informations selon I'une 
quelconque des revendications 2 k 32, dans lequel, 
une partie desdites donnees associees (23) pour 
chacune desdites regions d'informations (27, 28) 
qui accompagnent ledit corps principal ^'informa- 
tions (24) est superposee sur une partie d'un ecran 
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pour afflcher des donn6es de taxation et des con- 
ditions de fourniture a un usager. 

34. Processeur de service d'informations selon Tune 
quelconque des revendications 2 a 33, comprenant $ 
en outre un g6nerateur d'informations (11) qui est 
relie entre ladlte unite p6riph6rique terminate (10) 

et ledit dlspositif de f ichler (8), dans lequei, pour des 
informations originates sans aucune donnee asso- 
ciee, ledit g6n6rateur d'informations genere auto- 10 
matiquement une trame pour une suite de donndes 
assoclees, et prepare, pour ledit dispositif de m6- 
morisation, une trame d'informations avec iaquelle 
une nouvelle unite de service d'informations uni- 
que, avec des donnees assoc!6es, peut dtre four- is 
nle. 

35. Processeur de service d'informations selon la re- 
yendication 34; dans lequei ledit g6n6rateur d'infor- 
mations (11) recott de ladite unite periph6rique ter- 20 
minale (10) un corps principal d'informations brutes 

qui ne component pas de donnees de region et 
aucune donn6e associee, divise ledit corns princi- 
pal en une plurality de regions d'informations, ge- 
nere une trame pour lesdites donnees de r6gion et ss 
lesdites donnees associees et ajoute ladite trame 
audit corps principal desdltes informations brutes, 
et transfere les informations rdsultantes audit dis- 
positif de fichier (8). 
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FIG. 2 
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FIG. 3 
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FIG. 4 
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